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EXECUTIVE SUMMARY

The results of our single audit of the Commonwealth of Virginia for the year ended June 30, 2001 are
summarized below:

We issued an unqualified opinion on the genera purpose financia statements,

We found certain matters that we consider to be reportable conditions in the
interna control over financia reporting; however, we do not consider any of these
findings to be materia weaknesses;

We did not identify instances of noncompliance with selected provisions of
applicable laws and regulations which could have a materia effect on the genera
purpose financia statements;

We did not identify materiad wesknesses in the interna control over magjor
programs; however, we did find certain matters and instances of noncompliance
with sdlected provisions of laws and regulations related to magor programs

required to be reported in accordance with OMB Circular A-133, Section .510(a);
and

We issued an unqudified opinion on the Commonwedth’s compliance with
requirements applicable to each major program.

Our audit findings are reported in the accompanying “ Schedule of Findings and Questioned Costs.”
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Auditor of Public Accounts

P.O. Box 1295
Walter J. Kucharski, Auditor Richmond, Virginia 23218
March 15, 2002
The Honorable Mark R. Warner The Honorable Vincent F. Callahan, Jr.
Governor of Virginia Chairman, Joint Legidative Audit
State Capitol and Review Commission
Richmond, Virginia Genera Assembly Building

Richmond, Virginia

We are pleased to submit the statewide Single Audit Report of the Commonwealth of Virginia, for
the fiscal year ended June 30, 2001.

The Single Audit Report for the Commonwedth of Virginia discloses the Commonwealth’s
compliance with requirements applicable to federal financia assistance programs. The statewide Single
Audit Report provides the Genera Assembly and agency management with a means to determine how
internal controls affect federal funds and whether agencies are complying with federa laws and regulations.

I would like to express my appreciation to the many individuals whose efforts assisted in preparing
this report. This report could not have been accomplished without the professondism and dedication
demonstrated by the staff within this Office.  We would like to recognize the agency and ingtitution
management, and federa program and financia staffs for their cooperation and assistance in resolving single
audit issues.

We believe this report represents a significant indication of the sound fiscal operations of federa

funds in the Commonwealth. The report should greatly assist agency management in administering federal
programs and enhance their dealings with federal agencies.

AUDITOR OF PUBLIC ACCOUNTS

JHT:whb



Auditor of Public Accounts
P.O. Box 1295
Walter J. Kucharski, Auditor Richmond, Virginia 23218

REPORT ON COMPLIANCE AND ON INTERNAL CONTROL OVER FINANCIAL

REPORTING BASED ON THE AUDIT OF THE GENERAL PURPOSE FINANCIAL STATEMENTS

PERFORMED IN ACCORDANCE WITH GOVERNMENT AUDITING STANDARDS

We have audited the genera purpose financid statements of the Commonwedth of Virginia, as of
and for the year ended June 30, 2001, and have issued our report thereon dated December 12, 2001. This
report relates only to the Commonwealth and not to certain agencies and component units that were audited
by other auditors discussed in Note 1-B of the “Notes to Financia Statements.”

We conducted our audit in accordance with auditing standards generally accepted in the United States
of America and the standards applicable to financial audits contained in Government Auditing Standards,
issued by the Comptroller General of the United States.

Compliance

As part of obtaining reasonable assurance about whether the Commonwealth of Virginia s genera
purpose financial statements are free of materia misstatement, we performed tests of its compliance with
certain provisions of laws, regulations, contracts, and grants, noncompliance with which could have a direct
and materia effect on the determination of financia statement amounts. However, providing an opinion on
compliance with those provisions was not an objective of our audit and, accordingly, we do not express such
an opinion. The results of our tests disclosed no instances of noncompliance that are required to be reported
under Government Auditing Standards. However, we noted certain immateria instances of noncompliance
that we have reported to the management of the individual state agencies and ingtitutions.

Internal Control Over Financia Reporting

In planning and performing our audit, we considered the Commonwedth of Virginia's interna
control over financia reporting in order to determine our auditing procedures for the purpose of expressing
our opinion on the general purpose financial statements and not to provide assurance on the interna control
over financia reporting. However, we noted certain matters involving the internal control over financial
reporting and its operation that we consider to be reportable conditions. Reportable conditions involve
matters coming to our attention relating to significant deficiencies in the design or operation of the interna
control over financia reporting that, in our judgment, could adversaly affect the Commonwedth's ability to
record, process, summarize, and report financial data consistent with the assertions of management in the
generad purpose financid statements. These reportable conditions are described in the accompanying
“Schedule of Findings and Questioned Costs’ as items 01-1 through 01-16.



A materia weakness is a condition in which the design or operation of one or more of the internal
control components does not reduce to a relatively low leve the risk that misstatements in amounts that
would be materia in relation to the general purpose financial statements being audited may occur and not be
detected within a timely period by employees in the normal course of performing their assigned functions.
Our consideration of the internal control over financial reporting would not necessarily disclose al matters in
the interna control that might be reportable conditions and, accordingly, would not necessarily disclose al
reportable conditions that are aso considered to be material weaknesses. However, we believe that none of
the reportable conditions described above is a material weakness.

We aso noted other matters involving the interna control over financia reporting that we have
reported to the management of the individua state agencies and institutions.

This report is intended solely for the information and use of the Governor and Genera Assembly of
Virginia, management, federal awarding agencies, and pass-through entities, and is not intended to be and
should not be used by anyone other than these specified parties. However, this report is a matter of public
record and its distribution is not limited.

AUDITOR OF PUBLIC ACCOUNTS
December 12, 2001

JHT:whb



(onmmontuealth of Hivginia

Auditor of Public Accounts
P.O. Box 1295
Walter J. Kucharski, Auditor Richmond, Virginia 23218

REPORT ON COMPLIANCE WITH REQUIREMENTS APPLICABLE TO EACH

MAJOR PROGRAM AND INTERNAL CONTROL OVER COMPLIANCE

IN ACCORDANCE WITH OMB CIRCULAR A-133

Compliance

We have audited the compliance of the Commonwedth of Virginia with the types of compliance
requirements described in the U.S. Office of Management and Budget (OMB) Circular A-133 Compliance
Supplement that are applicable to each of its major federa programs for the year ended June 30, 2001. The
Commonwesdlth’s mgjor federa programs are identified in the “ Summary of Auditor’s Results’ section of the
accompanying “Schedule of Findings and Questioned Costs.” Compliance with the requirements of laws,
regulations, contracts, and grants applicable to each of its major federal programs is the responsbility of the
Commonwedlth’s management. Our responsbility is to express an opinion on the Commonwedth’'s
compliance based on our audit. This report relates only to the Commonwealth and not to the agencies and
component units discussed in Note 1 of the “Notes to the Schedule of Expenditures of Federa Awards.”

We conducted our audits of compliance in accordance with auditing standards generally accepted in
the United States of America; the standards applicable to financia audits contained in Government Auditing
Standards, issued by the Comptroller General of the United States; and OMB Circular A-133, Audits of
States, Local Governments, and Non-Profit Organizations. Those standards and OMB Circular A-133 require
that we plan and perform the audit to obtain reasonable assurance about whether noncompliance with the
types of compliance requirements referred to above that could have a direct and material effect on a mgjor
federa program occurred. An audit includes examining, on a test basis, evidence about the Commonwesdlth’s
compliance with those requirements and performing such other procedures as we considered necessary in the
circumstances. We believe that our audit provides a reasonable basis for our opinion. Our audit does not
provide alega determination of the Commonwealth’'s compliance with those requirements.

In our opinion, the Commonwedth of Virginia complied, in al materid respects, with the
requirements referred to above that are applicable to each of its mgjor federal programs for the year ended
June 30, 2001. However, the results of our auditing procedures disclosed instances of noncompliance with
those requirements that are required to be reported in accordance with OMB Circular A-133 and which are
described in the accompanying “ Schedule of Findings and Questioned Costs’ as items 01-17, 01-19, and 01-
21 through 01-32.



Internal Control Over Compliance

The management of the Commonwealth is responsble for establishing and maintaining effective
internal control over compliance with requirements of laws, regulations, contracts, and grants applicable to
federa programs. In planning and performing our audits, we considered the Commonwealth’sinternal control
over compliance with requirements that could have a direct and material effect on a major federal program in
order to determine our auditing procedures for the purpose of expressing our opinion on compliance and to
test and report on internal control over compliance in accordance with OMB Circular A-133.

We noted certain matters involving the interna control over compliance and its operation that we
consider to be reportable conditions. Reportable conditions involve matters coming 1o our attention relating
to sgnificant deficiencies in the design or operation of the internal control over compliance that, in our
judgment, could adversely affect the Commonwedth's ability to administer a mgor federal program in
accordance with applicable requirements of laws, regulations, contracts, and grants. These reportable
conditions are described in the accompanying “ Schedule of Findings and Questioned Costs’ as items 01-17
through 01-45.

A materia weakness is a condition in which the design or operation of one or more of the interna
control components does not reduce to a relatively low level the risk that noncompliance with applicable
requirements of laws, regulations, contracts, and grants that would be materia in relation to a mgjor federal
program being audited may occur and not be detected within a timely period by employees in the normal
course of performing their assigned functions. Our consideration of the internal control over compliance
would not necessarily disclose al matters in the internal control that might be reportable conditions and,
accordingly, would not necessarily disclose al reportable conditions that are also considered to be materia
weaknesses. However, we believe that none of the reportable conditions described above is a materia
weakness.

This report is intended solely for the information and use of the Governor and General Assembly of
Virginia, management, federal awarding agencies, and pass-through entities, and is not intended to be and
should not be used by anyone other than these specified parties. However, this report is a matter of public
record and its distribution is not limited.

AUDITOR OF PUBLIC ACCOUNTS
March 15, 2002

JHT:whb



COMMONWEALTH OF VIRGINIA

SUMMARY OF AUDITOR'SRESULTS

FOR THE YEAR ENDED JUNE 30, 2001

Financial Statements

Type of auditor’s report issued: Unqualified
Interna control over financia reporting:
Materia weakness identified? No
Reportable conditions identified not considered
to be material weaknesses? Yes
Noncompliance material to financial statements noted? No

Federal Awards
Internal Control over mgjor programs.

Material weakness identified? No
Reportable conditions identified not considered
to be material weaknesses? Yes
Type of auditor’s report issued on compliance
for major programs. Unqualified
Any audit findings disclosed that are required
to be reported in accordance with Circular
A-133, Section .510(a)? Yes
The Commonwealth’s mgjor programs are as follows:
CFDA
Number (s) Name of Federal Program or Cluster
10.557 Specia Supplemental Nutrition Program for Women, Infants,
and Children
14.228 Community Development Block Granty/State’' s Program
17.225 Unemployment Insurance
17.253 Welfare-to-Work Grants to States and Localities
17.255 Workforce Investment Act
66.468 Capitalization Grants for Drinking Water State Revolving Fund
83.544 Public Assistance Grants
83.552 Emergency Management Performance Grants

84.031 Higher Education — Inditutiond Aid



CFDA

Number (s) Name of Federal Program or Cluster
84.126 Rehabilitation Services — Vocationd Rehabilitation Grantsto
States
84.142 College Housing and Academic Fecilities Loans
84.340 Class Size Reduction
93.558 Temporary Assistance for Needy Families (TANF)
93.563 Child Support Enforcement (CSE)
93.658 Foster Care: TitlelV-E
93.667 Socid Services Block Grant (SSBG)
93.767 State Children’s Insurance Program
10551 10.561 Food Stamp Cluster
17.207 17.801 Employment Services Cluster
17.804
20.205 20.602 Highway Planning and Construction Cluster
20.604 20.605
84.027 84.173 Specia Education Cluster
93.044 93.045 Aging Cluster
93575 93596 Child Care Cluster
93.775 93.777 Medicaid Cluster
93.778
84.007 84.032 Student Financial Assistance Cluster
84.033 84.038
84.063 84.268
93.342 93.364
93.820 93.925
96.001 Disability Insurance/SSl Cluster
(Footnote 2A) Research and Development Cluster

Doallar threshold used to distinguish between
Type A programs.
Type B programs.
Commonwedlth quaified as low-risk auditee? No

$15,227,000
$ 1,523,000



01-1.

01-2.

FINANCIAL STATEMENT FINDINGS

EXPENDITURES

Perform Reconciliation of Financial Systems

Applicable to: Department of Social Services

Localities request reimbursement for expenses through the Local Agency System
Expenditure Reimbursement (LASER) system. LASER generates transactions that are
transferred to the Financial Accounting and Analysis System (FAAS) system and interfaced with
CARS to issue eectronic payments to local agencies. The LASER system is criticd to the cost
alocation and local reimbursement process. The Department reimbursed local social service
agencies approximately $501 million in federal and state funds during fiscal year 2001.

The divison did not perform monthly reconciliations of the LASER system to FAAS for
nearly half the fiscal year. Since FAAS is the system that initiates the locality reimbursement, it
is necessary that the division perform a reconciliation to ensure that locdlities receive the correct
reimbursements. The division's failure to reassign the job responsbility upon termination of an
employee contributed to this internal control weakness.

We recommend the division ensure that the LASER to FAAS reconciliations are
performed in a timely manner and with the appropriate supervisor review. Divison management
should be aware of the job responsbilities of employees and ensure that duties are properly
delegated upon employee termination.

Management Plan for Corrective Action:

It isnot accurate that reconciliations were not performed. Although aloss of three staff
persons at the same time caused a breakdown in reconciliation sign-off, the fact is that the
Commonweal th Accounting and Reporting System (CARS) will not accept information which does
not agree, in gross, to FAAS. The Department’s process is to reconcile LASER to FAAS and
FAASto CARS. Thisissue was corrected in September 2001 by the implementation of a new
form which evidences both performance and approval of the reconciliation.

Responsible Position: David A. Mitchell, Controller

Improve Controls Over Check Processing

Applicable to: Department of Treasury

Treasury management did not establish adequate policies and procedures for the check
processing function and as a result, Check Processing issued duplicate checks on severa
occasions. Due to management override of established procedures and the lack of an updated
policies and procedures manual, Treasury experienced a breakdown in interna controls in various
areas of check processing. Specifically, areas d concern include the shredding of waste checks,
mixing unreconciled and reconciled check jobs, placing Treasury employees from other sections
in the position of temporary manager and misplacing check job paperwork.



Management provided a policies and procedures manua to the Check Processing staff in
August of 2001. This manua detailed new controls designed to prevent duplicate check incidents
in the future. Treasury requires Check Processing staff to certify in writing that they have read
and understand the policies and procedures.

Check Processing management and staff should ensure their work is in compliance with
the policies and procedures manua and reference the procedures when in doubt as to the proper
course of action. Also, Check Processing should have a permanent Assistant Check Processing
Manager to adlow the divison to function smoothly during the manager's absence and avoid
breakdowns in internal controls.

Management Plan for Corrective Action

The Commonweal th began implementation of a new check printing systemin July 1999.
The conversion to the new system was not completed until June 2000. Prior to this time, the
Department of Accounts printed state checks and Treasury signed and mailed the checks. The
implementation took a year to complete due to Y2K issues and the need to coordinate the
conversion with each of the Commonwealth’ s six (6) check-producing agencies. Beginningin
January 2001, Treasury enhanced the efficiency of the system by integrating softwareto barcode
and presort the checks as part of the check production process. This integration was not
completed until June 2001.

During thistime period, the check processing policies and procedures wer e continually
being revised to meet the changing requirements of the new system. During thissame period, the
Check Processing section experienced significant staff turnover (4 out of 6 staff members) and the
extended absence of the section manager. We believe the high turnover and vacancy rate during
this period, in addition to the change in operating procedures due to our system devel opment
efforts, significantly contributed to the instances noted. The placing of Treasury’s agency
accounting manager asthe temporary manager of the section was due to the extended medical
absence of the section manager and the lack of experience of most of the staff members during
that time. We also believe that several of the instances noted (mixing unreconciled and
reconciled check jobs and misplacing check job paperwork) were only one-time occurrences.

A comprehensive policies and procedures manual for the check processing function was
completed in August 2001. Since May 2001, both Treasury’s Internal Audit Section and the
Commonwealth’ s Department of the State Internal Auditor conducted extensive reviews of the
check processing function. By implementing review recommendations, internal controls have
been significantly strengthened. A system edit has been added to detect duplicate processing. An
operator, manager, and independent reviewer must sign and date a check logbook to indicate
successful completion of each check job. Memorandums of under standing between Treasury and
each check-producing agency to outline the responsibilities of each party regarding the
Commonwealth’s check function have been developed. Treasury will also add another
managerial position to the Check Processing section.

We believe these controlsand other preventive measures added to the processprovidea
secure operating environment in which to process Commonwealth checks.

Responsible Position: Kristin A. Reiter

Estimated Completion Date: August 2001



01-3.

DATA PROCESSING CONTROLS

Program Change Controls

I mprove Documentation for System M odifications

Applicable to: Department of Socia Services

The Department could not provide sufficient documentation for any systems program
changes tested. These program changes related to the Online Automated Services Information
System (OASIS), Virginia Client Information System (VACIS), and Application Benefit Delivery
Automation Project (ADAPT). Of the 22 program changes, eight were for OASIS, eight were for
VACIS, and six were for ADAPT. In most cases, the Department had some documentation for
the change, but not enough to completely document the user request, the programmer’s change,
testing, and user acceptance and management approva of changes. In addition, the department
has no documented procedures for the implementation of program changes to the LASER system.

We recommend the Department continue to improve procedures to maintain complete
supporting documentation for al program changes to information systems.  Supporting
documentation should exist to show that user management initiated the change. Additionally,
programmers should document that they reviewed and tested the requested change at various
stages throughout the process. Proper signoffs by department managers should aso be included
in program change documentation. The Department risks unauthorized changes to its information
systems without adequate procedures to document changes.

Management Plan for Corrective Action:

The Division of Information Systems is currently defining the system devel opment life
cycle methodology to be used across all systems and projects overseen by the Division. Itis
estimated that these standards will be in place by June 30, 2002.

In January 2001, the OASI Ssupport team began to document the progress of a change
through receipt, user acceptance and sign-off. The VACISand ADAPT support teams began
tracking all requests by assigning a Business Initiative Tracking Form (BIT) number. The
Division of Information Systemsis currently devel oping a Service Request Tracking Systemthat
will follow a request from the time of initiation to the time the solution isapproved and moved
into production.

Responsible Position: Harry R. Sutton, Director, Information Systems

Estimated Completion Date: June 30, 2002.



01-4.

01-5.

Implement the New Change Control Procedur es Over PeopleSoft and Oracle Applications

Applicableto: University of Virginia— Medical Center

In our previous audit, we recommended that management of the Health System’s
Adminigtrative Services Divison (Administrative Services) develop and implement formal
change control procedures to manage changes and upgradesto its PeopleSoft and Oracle software
applications. During the year, Administrative Services developed a procedure entitled, “ Change
Control Policy and Procedures for PeopleSoft/Oracle Applications;” however, management has
only recently begun to implement these procedures.

We recommend that Administrative Services continue implementing the new procedures.
Management should ensure that the change management procedures include logging and tracking
al changes throughout the program change process and provide a record of all changes made.
These procedures will document the data owner and management’s approva of changes and
provide a complete program change record for use in system upgrades.

Management Plan for Corrective Action

Recommendations fully implemented September 1, 2001.

Responsible Position: Barbara Baldwin, Chief Information Officer

I nfor mation Security Programs

Assign Responsibility for Security of the Oracle Production Databasesand Develop Palicies
and Procedures or Guiddinesfor Maintaining Proper Controls

Applicable to: Department of Health

There are no policies or procedures regarding how to grant access to the Oracle databases
or who is responsible for reviewing or monitoring access logs. Failure to provide proper auditing
of the databases could result in unauthorized access to the databases going undetected. In
addition, Health has not identified critica areas that should be subject to audit and review;
however, it is working to determine what would be the most critical areas to monitor for each
individud system running on the Oracle production databases.

Hedth does not have anyone assigned to the security of the production database;
therefore, no one is keeping track d monitoring, auditing, and other controls that need to be in
place for systems in production residing on the Oracle production databases. In addition, Health
could not identify users with administrative privileges. Our review aso identified an unchanged
default password, which could lead to unauthorized access to the databases.

We recommend that Hedlth obtain a database administrator with full responsibility for
maintaining security controls over the Cracle production databases. We also recommend that
Hedlth complete its plans to review the use of the database audit function and other audit tools.
Management should determine what is best for their business purposes and develop a
comprehensive policy and/or procedure for maintaining critica systems residing on the Cracle
databases.



01-6.

Management Plan for Corrective Action

Pending the delivery of our budget targets, we plan tofill two Database Analyst (DBA)
positions. |If funding is granted we will address these recommendations with the new DBAs.
Pending the availability of funding, the Office of | nfor mation Managementwill utilizethe DBAs
currently in VDH to devel op and publish a comprehensive policy and procedures for database
control.

Responsible Position: vy Cole, Chief Information Officer

Estimated completion date: Without new resources is May 2002.

Strengthen Operating System Security Policies

Applicable to: Department of Health

The Office of Information Management does not have standard UNIX policies that cover
periodic review of file permissions, implementing vendor security features, and granting of access
to users who can make major changes to the UNIX files. The lack of these policies could lead to
inappropriate access to critical data and programs. Once accessed, an individua could either
accidentally or malicioudy ater and seriously compromise operations.

The Department uses client server architecture for its financial and vital records systems.
The underlying operating system for these servers is UNIX. Security of any computer system is
comprised of two layers. The application layer generaly provides control via menu options or
screen presentations of what users can do within a program. The operating system layer security
generaly provides controls of who can access the system at the file level and add or delete files.

We recommend the Office of Information Management significantly enhance the current
policies and procedures for UNIX and follow these procedures for maintaining security of the
UNIX system. These policies should include a periodic review to ensure that al criticd files
have appropriate access permissions and not all staff can access these files. Strengthening file
access policies will improve security over important operating system and data files. Policies
also provide continuity of secure operations as personnel change over time.

Management Plan for Corrective Action

UNIX system security controls do need to be reviewed and enhanced. Wewill beworking
with our security and DBAs to review this process. Our target date for completing thereview
and revision of policies and proceduresis February 2002.

Responsible Position: Ivy Cole, Chief Information Officer

Estimated Completion Date: February 2002.



01-7. Continueto Develop I nformation Systems Security Plan and Monitor User Access

Applicable to: Department of Motor Vehicles

Motor Vehicles has not completed a revised information system security plan.
Management began to revise portions of its existing plan to address changes in the department’s
information technology environment during the prior year audit. The plan still lacks updated
agency risk assessments, security awareness and training programs, and a contingency plan.

Risk analyses should identify al sersitive information systems containing confidentia or
critical information. These systems will require security safeguards to ensure an effective control
environment and minimize the potentia for future loss. Motor Vehicles has implemented severd
technologica initiatives to deliver improved service to its customers and to process transactions
more efficiently. These changes in the computing environment increase the importance of up-to-
date risk analyses to identify sensitive information systems.

Security awareness and training programs ensure that al employees involved in the
management, operation, programming, maintenance, or use of critical information systems are
aware of their security responsibilities and how to fulfill them. The Information Security Officer
should use these programs to increase his knowledge of current security techniques and to
conduct training in the user departments to enhance their knowledge of security issues. Lack of a
documented security and awareness program contributed to the following personnel and access
security weaknesses:

Forty of 86 employees tested currently have inappropriate access to the
Citizen Support System. Employees can inappropriately add accidents,
and perform judgment delete and judgment change functions.

One of 11 terminated employees tested did not have access deleted until
noted by the auditor, nine months after termination date.

Contingency plans should include provisions for updating and testing to ensure that a
contingency exists for al critical business functions. Updating and testing the plan and training
the staff will identify and allow for correction of any problems that may exist. Without such a
plan, management increases the risk of not resuming critica business activities promptly by either
recovering computing capability or using alternate procedures, should a disaster strike.

The responsbility and accountability for an effective Information Systems Security Plan
must begin a the Executive Management level and flow down to the individud users. The
department should undertake and document a comprehensive risk assessment, and contingency
plan for dl information systems. The Information Systems Security Plan should include security
awareness and training programs ensuring that al are aware of their security responsibilities and
how to fulfill them It is essential for Executive Management to provide guidance, continuing
support, and involvement in the development and implementation of this plan.

Management Plan for Corrective Action

I nfor mation Systems Security Plan: In September of FY2002, DMV hired an I'T Security Director
who will be responsiblefor updating the Information Systems Security Plan based on direction
givenin COV ITRM Sandard SEC2001-01.1, and for on-going development and enhancement of
the plan. DMV Executive Management will continue assessing business risks and guide the




01-8.

development and implementation of the agency’ s Contingency Management Plan (Business
Continuity Plan) based on Executive Order 7 and COV ITRM Sandard SEC2001-01.1, as
resources are available.

Responsible Positions: IT Security Director
Executive Management
Administration Management

Time Frame: Outline for Compliance w/COV ITRM
Sandard SEC2001-01.1 April 2002
Plan for Compliance w/COV ITRM
Sandard SEC2001-01.1 July 2002
Review and Update Security Plan October 2002,quarterly
Executive Order 7 Compliance June 2002
(Develop Emergency Preparedness Plan)
Update and Test DIT Plan Annually

Monitor System Access: The IT Security Director will oversee the development and
implementation of an Information Security Awareness and Training Program. The T Security
Director will work with Administration Management and Internal Audit to ensure that
supervisory management are educated about the need, and trained in techniques required to
regularly monitor and manage employee access to DMV systems. Executive Management is
providing guidancefor these efforts, which will includerevisonsto DMV’ sinformation security
policies.

Responsible Positions: IT Security Director
Administration Management

Internal Audit
Time Frame: Develop Mgt. Training Program April 2002
Deliver Mgt. Training May 2002
Certify Application Systems Accesses July 2002, annually

Random Verifications of System Accesses Sept. 2002, quarterly
Develop Plan for Policy Revisions

and User Training Program July 2002

Revise Policies/Develop User Training November 2002
Deliver User Training and

Certify Userson Security Policy January 2003, annually

Finalize Policies and Procedures for Oracle Security Controls

Applicable to: Department of Social Services

The Department has not finalized and recorded its procedures in the security manual for
monitoring access logs. The Department has not identified critical areas that should be subject to
audit and review. In February 2002, the Department plans to develop procedures to identify and
monitor critical areas for each system running on the Oracle database.

We recommend that the Department complete its plans to review the use of the database
audit function and other audit tools. The Department should determine which audit functions



01-9.

01-10.

would be most beneficia to them and develop a comprehensive policy and procedure to perform
the function.

Management Plan for Corrective Action

The Department is in the process of implementing the recommendations and expects
completion by June 30, 2002.

Responsible Position: Harry R. Sutton, Director, Information Systems

Update I nfor mation System Security and Risk Assessment Plan

Applicable to: Department of Taxation

Our review found Taxation without an updated risk assessment and system security plan.
Since 1996, Taxation has introduced several innovations containing critical applications and
sengitive information. As a result, Taxation has new and different risk factors and security
concerns. Outdated information system security and risk assessment plans can weaken the
safeguards for new risk and leave Taxation’s system more vulnerable.

Since management is continuing to enhance and improve systems, it should incorporate a
review and update of it system security and risk assessment plans as part of the on-going changes.

Management Plan for Corrective Action

Office of Technology management has continued, and will continue, to submit a request
for special funding to acquirethe necessary resourcesto maintain a proper | nformation Systems
Security Program. Theserequestsinclude Disaster Recovery and Business Continuity resources
necessary to maintain the availability of business operations.

The TAX Information Security Officer iscurrently planning to conduct a Risk Analysis
that will updateand replace the outdated 1996 Risk Analysis. The Risk Analysiswill befinalized
by June 30, 2002.

Responsible Position: Tax Information Security Officer

Estimated Completion Date: June 30, 2002.

Comply with the Commonwealth of Virginia (COV) Information Technology Resource
M anagement (ITRM) Standard 2000-01.1

Applicable to: Department of Transportation

Transportation does not have a complete disaster recovery plan, adequate security
safeguard policies and procedures, or an adequate security awareness and training program as
required by COV ITRM Section 2000.01-1.



Disaster Recovery

Transportation has not updated its disaster recovery plan since 1995, except for
Y2K considerations. Since that time, Transportation has incorporated new
Windows NT platforms, new Unix servers, and other technologies. Although
agency personnel explained that they have updated applicable portions of the
plan for changes since 1995, they could not produce evidence to support this
statement. In September of 2001, Transportation contacted its disaster
recovery vendor, Comdisco, to begin this process. We encourage
Transportation to complete its current efforts to update the plan and develop a
process, which at least annually amends the plan as Transportation adopts new
technologies.

In addition, Transportation has no means of communicating with the
Department of Information Technology’s (DIT) disaster recovery vendor. DIT
provides mainframe services for Transportation. If DIT has a disaster,
Trangportation currently has no way to obtain accessto its data. We, therefore,
recommend that Transportation establish switchable lines to enable access to
DIT’ s disaster recovery vendor.

Security Safeguard Policies and Procedures

Transportation does not have a written policy for maintenance of user accessto
all applications and systems. The application security officers are not properly
monitoring and maintaining user access for changes relating to job
responsibilities and terminations.  Transportation has an informal policy that
relies on the information technology coordinators to inform the gpplication
security officers of the need to remove or change an individual’s access.

However, it is apparent the coordinators may not be aware of dl of these
instances as shown below.

. We reviewed two months of terminated employees and found
twenty-eight terminated individuals with access to the Inventory
Management System and Equipment Management System.

" We identified nine contractors that no longer work at Transportation,
with access to the Inventory Management System dating back to
1995,

. We dso identified 175 inactive accounts on the TRNSPORT
system.

Although the individuas identified cannot access these gpplications without
access to Transportation’s network, the excessiveness of the number of inactive
accounts demonstrates Transportation’s lack of user access maintenance and
makes the maintenance process more difficult to manage.

Security Awareness and Training Program

Transportation does not adequately inform security officers and coordinators of
their roles and respongbilities. We found instances where security officers did
not perform any duties other than simply grant or terminate access. Some were
unable to provide a user list that identified the users of ther respective
applications aong with their security levels. This is a fundamental document
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that the security officer should be using to perform user maintenance for their
respective application. We found instances where coordinators did not inform
the security officers of user movement within the agency, thus changing their
access requirements.

Not adequately implementing and maintaining an information technology
security plan increases the risk of unauthorized access to mission critica data
It also reduces Transportation's ability to continue critical business functions in
the event of disruptions or minimize the effect of such disruptions.

We recommend Transportation should update its disaster recovery plan immediately and
establish switchable lines to enable access to DIT’'s disaster recovery vendor. Transportation
should develop written policies and procedures for monitoring and maintaining user access.
Transportation should implement regular security awareness and training programs to ensure that
responsible individuas are aware of their security responsibilities and know how to fulfill them.

Management Plan for Corrective Action

Technology and Operations Management Division (TOMD) will review the current
disaster recovery plan and include appropriate technology in a new plan to ensure recovery of
critical systems should a disaster occur at a VDOT computing facility. TOMD will create a
written policy for maintenance of user access to all applications and systems. TOMD will
facilitate meetings between the I nfor mation Technol ogy security staff and the application security
officer (ASO) to ensure they have proper security awareness and use similar processes for
account maintenance.

Responsible Position: Bernie Hill, Chief Information Officer

Estimated Completion Date:  June 30, 2002.

Continue Security I nitiative Over Critical | nformation Systems and Networ k

Applicableto: University of Virginia— Medical Center

The Health Systems Computing Services (HSCS) has continued its effart to enhance
security over the Health System’ s information systems. As custodian over data resources that are
vitd to the Hedth System’'s operations, HSCS must implement and maintain strong security
controls that adequately safeguard Health System’s inf ormation resources and protect the privacy
of its patients. Federal regulations, in the form of the Health Insurance Portability and
Accountability Act, and other recent events have heightened awareness of the need for strong
information security and contingency plans.

To increase security within the entire information system environment, Hedth System’s
management developed a comprehensive security strategy. The plan has a two-phase
implementation. In Phase One, management hired a data security consulting firm to perform a
Risk Anadysis and Vulnerability Assessment. The assessment, completed in May 2000,
addressed severd vulnerabilities in the Hedlth System’s clinical subnet security system, including
alack of centralized security management, insufficient network controls, inadequate data security
policies, and improper configurations of hardware.  Although the Health System operates a
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subnet of the University’s network, regulatory requirements and oversight are much more
stringent due to Protected Hedth Information.

The Health System’s management has begun Phase Two, the Remediation Phase. After
correcting the most vulnerable network concerns, management hired another data security
consultant to assist in developing a comprehensive information security program.  The plan
includes firewall security, which protects the entire Health System network, data encryption and
token card one-time password generation for al data communication originating outside the
Health System clinical subnet, and network nonitoring equipment and software to detect and
block attempts of unauthorized or ingppropriate clinica subnet access.

HSCS management has established a clinical subnet architecture plan and is awaiting
delivery of equipment. After ingtaling the equipment, HSCS management will begin converting
its user’s network access to the new system. HSCS has aso hired a new director whose duties
will include managing data security. Finally, the Hedlth System is working with Information
Technology and Communications (ITC) at the University to develop comprehensive information
security policies.  Hedth System management should continue with the development and
implementation of the comprehensive information security program.

Management Plan for Corrective Action

Management concurs with this finding and is aware of the additional requirements
placed on the Health System'’ s portion of the UVA Networ k due to protected health information
with the April 2003 HIPAA compliance date. The Health System'sclinical subnetwork designis
completed, equipment has been ordered and isin process of being received. During thethird
guarter of this fiscal year, new equipment required to secure the clinical subnetwork will be
installed. During the fourth quarter migration to the secured clinical sub network will begin for
approximately 4,000 Health Systemend user devices, thereby bringing the Health Systemtoward
compliance with HIPAA and JCAHO information management requirements.

Responsible Position: Barbara Baldwin, Chief Information Officer

Develop Disaster Recovery and Contingency Plan

Applicable to: Virginia College Savings Plan

Management should work with SCT Software & Resource Management Corporation
(SCT) to develop a disaster recovery and contingency plan that meets the requirements of the
Department of Technology Planning’'s information technology security standards. The Plan relies
on SCT to maintain its data and application software, BANNER, and the Colorado Student
Obligation Bond Authority in Denver, Colorado has the hardware. The Plan does not have its
own disaster recovery and contingency plan, but relies on SCT for such procedures. SCT’s plan
does not meet the requirements of the information technology security standards. These
standards require that agencies develop, document, maintain, and periodically test a contingency
plan that will provide reasonable assurance that critical data processing support can continue, or
resume within an acceptable time frame, if there is an interruption to normal operations of the
system. In addition, according to the standards, agency management should ensure the necessary
alocation of resources for the development and maintenance of a contingency plan for critical
information technology systems for the support of critical business functions.
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We recommend agency management ensure the requirements of the information
technology security standards are met.

Management Plan for Corrective Action

VCSP will work with SCT to develop a disaster recovery plan sufficient to meet the
requirements of COV ITRM SEC 2000-01.1 VCSP has hired an employee to design, implement,
document, and test a new disaster recovery/contingency plan.

Responsible Position: Fern Spencer, Director of Finance

Estimated Completion Date: June 2002.

Update Facilitated Risk Analysis Plan

Applicable to: Virginia Employment Commission

The Employment Commission has not updated their Facilitated Risk Analysis Plan since
November 14, 1997. The Facilitated Risk Anadyss Plan combines the Employment
Commission’s Business Impact Analysis and Risk Assessment into one document. This plan
identifies al data processing systems as well as any risks or threats to these systems.  In 1998,
the Employment Commission replaced their network and the Facilitated Risk Analysis Plan does
not reflect this change in technology.

As aresult of our prior year's recommendation, the Employment Commission scheduled
the Fecilitated Risk Analysis Plan update for September 30, 2001. Currently, due to other
priorities, the Employment Commission has not updated the plan. The Employment Commission
should finish updating the plan as soon as possible to ensure adequate security of critical and
sengitive data, and compliance with the Department of Technology Planning standards.

Management Plan for Corrective Action

Animmediate need is businessimpact analysis and risk assessment on the network. This
will beinitiated at once and will be the number one priority. Target date: January 31, 2002.

Additionally, a businessimpact analysis at the agency level will be conducted followed by
risk assessment. Thiswill be used to develop a more formal information security program as
outlined by COV ITRM Sandard SEC2001-01. Target datefor draft of a project plan will be
February 28, 2002.

Responsible Position: Director, Information Technology



INFORMATION SYSTEMS PROJECT DEVELOPMENT

01-14. Develop a Reliable and Realistic Funding Scheme and Reassessthe Timeline of the Web-
VISION Project Plan

Applicable to: Department of Health

Management does not have a redlistic and reliable funding scheme for Web-VISION.
Plans include requesting and receiving additional appropriations and shifting resources from other
nonservice areas to this project. However, the plan does not identify these nonservice areas, nor
is management’s response to reduced funding in any nonservice areas included. In addition,
cleaning up and transferring data from the current system into Web-VISION continues to be a
time-consuming issue, causing the probability of further implementation delays.

The Governor proposed a $2.9 million amendment for technology costs to Hedth's
genera fund agppropriation in the 2001 budget bill; however, with no approved amendments,
Hedlth did not obtain additiona funding. At this time, it is unlikely that the Generd Assembly
will be able to add additiond funding in the 2000-2002 state budget when it convenes for the
2002 Session.

Without additiona appropriations, management’s plan is to internaly shift resources
from other nonservice areas to this project. A detailed plan outlining these funding shifts and
corresponding changes in the other service areas is necessary to verify that funding will be
available and to ensure that Hedlth will continue essential operations. This plan will dso assst
management in determining whether they should adopt a more redlistic timeframe and schedule
for implementing Web-VISION.

With most of the system development of Web-VISION complete, the project is quickly
approaching the implementation date. However, implementation cannot occur without the
completion of data transfer and clean up from the current systems. The datatransfer and clean up
phase is over five months behind schedule and the team is continuing to find additiona problems.
Management must revise the implementation plan to provide current guidance to establish
timeframes and resource needs if Health hopes to successfully complete the project.

Management should determine and identify available funding sources and plan the Web-
VISION implementation accordingly. In addition, management should adjust the plan to include
anticipated delays, therefore, establishing an accurate plan with the necessary resources.

Management Plan for Corrective Action

Project funding continuesto be an agency priority, but some of those fundsremain to be
developed frombalancesin other areas. Thishistorical funding pattern has had minimal or no
operational impact.

The Virginia Department of Health has and will continue to monitor the scope and cost
of the Web-VI S ON and other information technol ogy proj ects throughout their completion and
take appropriate management action as necessary to refine the scope and/or financing of the
projects.

Information technology is very complex and evolves rapidly, impacting both project
planning and financing on an ongoing basis. The Virginia Department of Health has devel oped
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an agency advisory committee (AIMAC) that regularly reviews I T project status and financing.
The Web VISION project also has had an executive steering committee from the start of the
project to provide senior management oversight. The agency's Office of Information
Management and senior management communicate regularly with appropriate administration
officials on these matters. The agency’s senior management and Office of Budget Services have
communicated regularly with health district and programdirectorsand solicited their input to
assist with agency financial planning. The timeline of this project isunder weekly review and
reassessment as deemed necessary.

Snce two-thirds of the agency’s funding is from non-general funds, the Virginia
Department of Health has to regularly review its agency financial trends both in terms of
expenditures and revenues to ensure the delivery of all its services, not just its information
technology projects. The budgeting efforts of VDH haveto take into account literally hundreds of
discrete financial developments that include the impacts of the Governor’s Budget Bill, the
actionsof the General Assembly, central control agency actions, positive and negativetrendsin
theagency’ svariousfederal grantsand servicerevenues, and many other factors. Theagency's
internal information technology project review, financial management efforts and appropriate
communications to administration officials will continue as necessary.

Responsible Position: Ivy Cole, Chief Information Officer
Robert Sroube, MD, MPH, Acting State Health Commissioner

INTERNAL SERVICE OPERATIONS

Perform a Review of Firewall Trusted Relationships

Applicable to: Department of Information Technology — Service Bureau

DIT does not perform security reviews of trusted agency firewalls to ensure adequate
security. Four agencies have firewalls that have a trusted relationship with the DIT firewall.
DIT’ s firewall does not authenticate these agencies before connecting to the MVS or UNISYS
environments. Inadequate review of these trusted relationships could jeopardize the integrity of
vauable information resources. In addition, DIT does not have a policy establishing the criteria
for exemption from authentication and what procedures the agency must follow to maintain this
exemption.

DIT has made progress toward implementing an exemption policy; however, the policy
remains uncompleted. Therefore, we again make this recommendation. We further recommend
that management finalize and approve this policy as soon as possible.

Management Plan for Corrective Action

DIT does authenticate on those trusted | P addresses coming to the Firewall. In most
cases, the addresses at the agency behind their firewall are network translated coming out of
their firewall to DIT. Theonly addressDIT seesistheir firewall 1P address. However, DIT does
not disagree that user authentication should take place.

DIT will beissuing an RFP latein 2001, for a vendor (s) to perform network scansfrom
DIT across the network to an agency. These scanswill tell DIT whether thistrusted agency’'s
perimeter is secure. Additionally, the contract will allow an agency to buy services from a
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vendor to performa network penetration test inside of theagency. Again, thiswill provideDIT
knowl edge that the agency is being proactive in protecting their networks.

The DIT Customer Agency Firewall Exemption Policy isin the process of being signed by
the Agency Director.

Responsible Position: Security Division
Estimated Completion Date: January 2002.

Develop Policies and Procedures for Maintaining Security Controls on the UNIX Sun
E10000

Applicable to: Department of Information Technology — Service Bureau

There are no written policies and procedures for maintaining security controls on the
UNIX Sun E10000, which houses the Department of Socid Services' financia and programmatic
information. Failure to implement proper policies and procedures could lead to improper controls
placed on the system and alow for unauthorized access, placing the integrity and completeness of
the data stored on the system at risk.

We recommend the agency develop policies and procedures for security of the UNIX Sun
E10000 as soon as possible to provide direction on what controls management deems necessary
and what restrictions to impose for the system. The policies and procedures would alow the
agency to continue to function in the same manner in the event of employee transfer or
termination.

The overdl policy should address, at a minimum, the following specifications:

User security (passwords controls, file protections, unattended terminal
procedures, etc.)

Establishment of new accounts

Group assignment/unassignment

Procedures to be followed for superusers

Requirements for granting users root access capability

Implementation of a shadow password file

Implementation of security patches

Removal of IP services not required for standard operations of the system
Control of world writable directories and files

Active review of security logs for unusua activity

Procedures to be followed if security is compromised or threatened



Management Plan for Corrective Action:

The Security Division isworking with the Open Systems UNIX Director and the OPENS
UNIX Systems group to devel op the security policies and proceduresto address this audit point.

Responsible Position: Physical/Data Security Manager
Open Systems UNIX Director

Estimated Completion Date: February 15, 2002.



CFDA Questioned
Number Findings and Recommendations Costs
FEDERAL AWARD FINDINGS AND QUESTIONED COSTS
U.S. DEPARTMENT OF AGRICULTURE
Special Tests and Provisions

01-17. Complete Triennial Reviews
E(I)od Stamp Applicable to: Department of Social Services
uster

Control and Compliance Finding: The Department does not properly
conduct triennia on-site reviews for the food stamp program. We tested
14 locdlities and found three incomplete reviews and three untimely
reviews.

Reguirement: 7 CFR Section 274.1 requires that the Department
perform a triennial on-site review, including physical inventory of each
coupon issuer and bulk storage site to assure that day-to-day operations
of dl coupon issuers comply with regulations.

Recommendation: In accordance with federal regulations, the
Department should perform triennial reviews of al coupon issuers and
bulk storage stes.  Upon statewide implementation of Electronic
Benefits Transfer (EBT) system, the Department needs to maintain
accountability of the electronic vault cards held at the local agencies.
The local agencies will use these vault cards to make benefits available
to recipients.

Management Plan for Corrective Action: Although we concur that there
wer e some breakdownsin the Department’ s established procedures, we
do not concur that triennial reviewswere not properly conducted. The
three incomplete reviews originated in a period when the full review
package was not required to be submitted to central office. Thisprocess
was changed in July 2000. Thethree untimely reviewswere attributable
to one reviewer with whom timeliness has since been discussed.
Timeliness was also discussed with all reviewers in December 2001.

In March 2002, the Department began monitoring compliance reviewer
performance through a monthly activity report. The EBT module for
monitoring the physical inventory of vault cards was approved by the
USDA in August 2001.

Responsible Position:  Mary Jo Thomas, Acting Director, Benefit
Programs
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Number Findings and Recommendations Costs
Other Internal Control Matters

01-18. Monitor System Overridesfor Food Stamp Benefits
Ecl)od Stamp Applicable to: Department of Social Services
uster

Control _Findingg  The Department does not adequately monitor
locdities ahility to override food stamp benefits calculated by the
Application Benefit Delivery Automation Project (ADAPT). As aresult
of our verba recommendation last year, the Department developed a
report identifying who performed benefit overrides and when; however,
three of five regions were not reviewing the report.

Recommendation: The Department should improve its internal control
for benefit overrides by establishing policies and procedures identifying
when it is appropriate to perform an override. The Department should
periodicaly monitor overrides performed at the local level for patterns,
potentia errors, or unusua activity.

Management Plan for Corrective Action: To ensure an ongoing and
consistent review process, procedures requiring the monitoring of
overrideswere communicated to all local and regional office personnel
onJanuary 23, 2002. These proceduresrequire monthly monitoring of
the Food Stamp Override Report and local agency action for
inappropriate activity.

Responsible Position:  Mary Jo Thomas, Acting Director, Benefit
Programs

Estimated Completion Date: January 23, 2002.
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Number Findings and Recommendations Costs
U.S. DEPARTMENT OF LABOR
Subrecipient Monitoring

01-19. Implement Procedures for Conducting Subrecipient Monitoring
17.255 Applicableto: Virginia Employment Commisson

Control and Compliance Finding: The Employment Commission did not
perform any annua on-site monitoring reviews of each local area’s
compliance with DOL uniform administrative requirements.  Without
on-ste monitoring reviews, the Employment Commission is unable to
determine whether the subrecipient is in compliance with the grant
requirements. Ultimately this could result in a reduction of future
funding.

The Employment Commisson has hired three of four Regiona
Consultants who will staff the Workforce Investment Act Unit's
monitoring function.

Requirement: 20 CFR Section 667.410(b) states that each state must
conduct an annua on-site monitoring review of each local ared's
compliance with the Department of Labor uniform administrative
requirements, including the appropriate administrative requirements and
cost principles for subrecipients and other entities receiving Workforce
Investment Act funds.

Recommendation: The Employment Commission should ensure that the
four Regional Consultants adequately perform subrecipient monitoring in
accordance with federal regulations.

Management Plan for Corrective Action: The Wor kforce Investment Act
(WIA) Unit will be conducting on-sight monitoring reviewsto ensurethat
the requirements of the WI A are being met beginning January 2002. The
TitleIB provisionsof the WI A arethe primary focus of thereview. Since
thiswill betheinitial review of the WIA and Virginia Workfor ce Network
operations for all Local Workforce Investment Area (LWIA) sub-
recipients, it will focus on documentation and compliance i ssues outlined
in 20 CFR Section 667.410:

Determine that expenditures have been made in
accordance with cost categories within cost
limitations.

Determine compliance with other provisions of the
WIA, regulations and other applicable laws and
regulations.

Provide on-site monitoring review of local area
compliance with DOL uniform administrative
requirements.
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01-20.

Ensurethat established policies meet the objectives of
WA,

Enable the Governor to determine sub-recipient
compliance with the WIA

Enablethe Governor to determinewhether an ensuing
plan will be approved.

The WI A Unit has devel oped monitoring processes and proceduresthat
not only meet the Federal requirements, but also address thetechnical
assistance needs of the local areas through the use of WIA Regional
Consultants. The purpose of the WI A Regional Consultant istwofold: 1)
To perform monitoring and evaluation functions as they relate to
compliance issues and continuous improvement, and 2) To provide
technical assistance to local areas on the WIA, regulations and Sate
policy, as well as strategy development, process improvement and
guality tools. To date, three of four Regional Consultants have been
hired, and the fourth will be selected in mid-December 2001. The
Regional Consultantswill staff the WIA Unit’ s monitoring function, and
will start monitoring reviews in January 2002.

Responsible Position: Willie F. Blanton
Workforce Investment Act Director

DATA PROCESSING CONTROLS

I nformation Security Programs

Update Facilitated Risk Analysis Plan

Applicable to: Virginia Employment Commission

This finding is included in the “Financia Statement Findings’ section of
this report as finding number 01-13.

Questioned
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Number Findings and Recommendations Costs
U.S. DEPARTMENT OF EDUCATION
Cash Management

01-21. Comply with the Cash M anagement | mprovement Act Agreement
84.126 Applicable to: Department of Rehabilitative Services

Control _and Compliance Finding: The Department did not request
indirect cost recoveries on a monthly basis as stated in the Cash
Management Improvement Act (CMIA). The Department made five
requests totaling approximately $3 million during fiscal year 2001. This
could possibly result in obligating state funds for items that could be
funded through federal funds such as employee's salaries.

Reguirement:  Section 6.2.3.1 of the CMIA Agreement for the
Commonwedlth of Virginia states that the department shall request funds
once each month, such that they are deposited at the end of the month.

Recommendation: We recommend that the Department review the
CMIA agreement to ensure proper compliance.

Management Plan for Corrective Action: The Department of
Rehabilitative Services concurswith the findings regarding requests for
indirect cost recoveries for the Rehabilitative Services - Vocational
Rehabilitation grant were not done monthly during the period of the
Auditors review.

At that point and time, several factors contributed to the decision not to
do requests monthly. The processtorequest indirect cost recoveries at
that time was extremely lengthy and the Fiscal Office was short staffed.
Managersin the Grants Unit of the Fiscal Office were required to set
prioritiesin order to accomplish what had to be done. Moreimportantly
there was ample indirect cost cash on deposit to cover all obligations
that wereincurred (i.e. salaries, benefits, etc.) for the period. Asa point
of clarification, the Agency does not use (or obligate) any state fundsto
cover salaries, wages and fringe benefits that could be charged to
indirect costs. Inthe past the agency had anindirect cost balance at the
fiscal year end aswell as new deposits availableto cover salaries, wages
and fringes during the periods DRS did not request recovery on a
monthly basis. At no time did the agency utilize state funds in lieu of
indirect costs earmarked for salaries, wages, and fringes for DRS staff.

The procedure to calculate the amount of the recoveries has been
changed by DRS Management. This change eliminates the time
consuming process previously employed by DRS staff. We now utilize
the CARSreport 1499B Expen/Encum by Projects Report to compile the
salaries, wages, and fringe benefits information related to the Basic
Support 110 Grant.
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Appropriate project codes are used to calculate indirect costs on a
monthly basis. Indirect costs have been recovered through December
2001.

Responsible Position: John Coffey, Deputy Commissioner of
Administration

Estimated Completion Date: Effective immediately.

Matching, Level of Effort, and/or Earmarking

01-22. Comply with Federal Work Study Matching Requirements

Financid Applicable to: Germanna Community College

Aid Cluster
Control and Compliance Finding: The College did not fully meet the
community service effort requirement for the Federa Work Study
program. The College used sx percent of its federa alocation to fund
jobs involving community service, just short of the seven percent
required. The College is still striving to meet the requirement, and has
notified the Department of Education that they have been unable to fully
comply with the regulation.

Reguirement: 34 CFR 675.18 (g) requires that a minimum of 7 percent
of a school’'s federa work study alocation be used for community
service activities.

Recommendation: The College should continue in its efforts to meet the
community service effort requirement. The College should consult with
other Colleges and the Department of Education itself, to help ensureiit is
making every possible effort and taking full advantage of provisons in
the federa regulations, to meet the minimum requirement. If efforts to
comply with the community service requirement continue to be
unsuccessful, or if the College determines that compliance would cause a
hardship to the students, management should consider requesting a
waiver of this requirement from the Department of Education.

Management Plan for Corrective Action: The College was without a
Financial Aid Officer for the majority of thefiscal year reviewed. For
the fiscal year subsequent to the audit, awards for community service
have been madein compliance with federal regulations. Please notethat
the College is dependent upon student and community involvement to
ensure full compliance.

Responsible Position: Financial Aid Coordinator

Estimated Completion Date: July 1, 2001.
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Financid Aid
Cluster

01-24.

Financid Aid
Cluster

Reporting

Properly Reconcile Accounting Records with the Department of
Education

Applicable to: Piedmont Virginia Community College

Control _and Compliance Finding: The College does not retain proper
documentation of the reconciliation between its records and the
Department of Education’s Grants Administration Payment System
(GAPS) records.

Reguirement: 34 CFR 668.162 (a) (2) requires that each time an
ingtitution requests funds, it must identify the amount of funds requested
by program and fiscal year designation that the Secretary of Education
assigned to the authorization. When making each request, the school
must certify that it will use the funds within three business days as
required by Cash Management regulations. In order to comply with
these regulations, a school must perform regular reconciliations between
its accounting records and GAPS. The Blue Book, chapter 4, in
“Methods of Recelving Funds’ aso refers to a school’s efforts to
reconcile its accounts with GAPS.

34 CFR 668.24 and the Student Financid Aid Handbook, volume 2,
chapter 8, require that an ingtitution establish and maintain records that
document its administration of the Title IV programs.

Recommendation:  The College should continue to perform the
reconciliation between its records and GAPS regularly, and should
prepare and retain evidence of the reconciliation, along with any
supporting documentation for reconciling items or adjustments.

Management Plan for Corrective Action: The College hasimplemented
the recommendation.

Responsible Position: Business Manager

Estimated Completion Date: January 2002.

Special Tests and Provisions

Properly Administer Return of Title !V Funds

Applicable to: Germanna Community College,
Piedmont Virginia Community College

Control _and Compliance Finding: Germanna Community College did
not always perform Return of Title IV Funds refund caculations in a
timely manner. Piedmont Virginia Community College did not promptly
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Financial
Aid Cluster

01-25.

notify students of their Title IV refund obligations. Both Colleges failed
to promptly return federal funds to the Department of Education.

Reguirement: 34 CFR Part 668.22 (c) requires that schools have a
mechanism in place to identify students who have withdrawn or ceased
attendance, in order to promptly and properly calculate any Return of
Title IV funds. Part 668.22 (j) requires that schools return unearned Title
IV funds as soon as possible to the Department of Education but no later
than 30 days after the date the school determined the student withdrew.
Part 668.22 (h)(4)(ii) requires that schools notify students of their Title
IV refund obligation within 30 days of the date the school determined the
student withdrew.

Recommendation: The Colleges should follow the Return of Title IV
Funds procedures prescribed by the federal government to ensure that
withdrawals are properly identified, refunds are properly caculated and
returned to the Department of Education, and that students are promptly
notified of their obligations.

Management Plan for Corrective Action:

Germanna Community College: The College was without a Financial
Aid Officer for most of the period in question. The current Financial Aid
Officer doesidentify student withdrawal s and notifies the Business Office
promptly. Business Office staff involved in therefund process has been
provided federal student aid training and written procedures havebeen
prepared and distributed to staff.

Responsible Position: Business Manager
Estimated Completion Date: Immediate.

Piedmont Virginia Community College: Financial Aid has proceduresto
properlyreturn Title IV refunds. The Financial Aid Officer will ensure
that the procedures are followed and that financial aid recipients are
notified of the repayment/refund obligations within 30 days of
withdrawal date.

Responsible Position: Financial Aid Officer

Estimated Completion Date: Immediately.

Conduct Exit I nterviews for Perkins L oans

Applicable to: Norfolk State University

Control and Compliance Finding: The University did not conduct exit
counsaling for borrowers that entered repayment status. Five out of the
five borrowers tested were not contacted within 30 days of learning of
the borrower’ s withdrawal from the school or receiving exit counsaling.
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Financid Aid
Cluster

Requirement: 34 CFR Section 674.42(b), “Exit Interview Cite,” requires
that an inditution must conduct exit counseling with each borrower
either in person, by audiovisua presentation, or by interactive electronic
means. The ingtitution must conduct this counseling shortly before the
borrower ceases at least haf-time study a the indtitution. If the
Borrower withdraws from school without the school's prior knowledge or
fails to complete an exit counsdling session as required, the school must
provide exit counseling through either interactive electronic means or by
mailing counsdling materia to the borrower at the borrower's last known
address within 30 days after learning that the borrower has withdrawn
from school or failed to complete exit counsealing as required. The 2000-
01 Federa Student Financial Aid Handbook Volume Five Chapter 7,
“Due Diligence” dates that: “The school must document all exit
interviews.”

Recommendation: The University should conduct exit counsdaling with
al borrowers within 30 days as required.

Management Plan for Corrective Action: The university conductsin
person exit interviews for studentswho graduate aswell asfor students
who withdraw from the university. For students who miss the exit
interviews, the exit package is certified mailed to the student’s home.
Several packages had not been mailed.

In December 2001, the university enhanced the Perkins Loan exit
interview procedures. Inthe past the Direct Loan and PerkinsLoan exit
interviews were conducted separately. These interviews are now
conducted at the same time so that the number of missed Perkins Loan
exit interviews will be reduced. Also, students can now go on line to
complete the exit interview and mail the certification to the university.
And finally, closer monitoring by Supervisors to ensure federal
guidelines are being followed.

Responsible Position: Sharon Wright, Bursar

Estimated Completion Date: December 2001.

Identify Students Who Withdraw without Officially Notifying the
College

Applicable to: Patrick Henry Community College

Control and Compliance Finding: The College has no policy in place to
identify federa student financial aid recipients who drop out of classes
without formaly withdrawing. Without a mechanism in place to identify
these students, the College is unable to identify students for whom a
portion of their federal student financial aid award may be refundable to
the Department of Education.
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Requirement: 34 CFR 668.22 (¢) and the guidance published by the
Department of Education in the Federal Student Financia Aid
Handbook, volume 2, chapter 6, requires that schools develop a
mechanism for determining whether a student who is a recipient of Title
IV grant or loan funds has ceased attendance without notification during
apayment period or period of enrollment.

Recommendation: The College should develop a mechanism to identify
students receiving federal student financia aid that have constructively
withdrawn from the College.

Management Plan for Corrective Action: The Collegewill runareport
at the end of the semester to identify federal financial aid recipientswho
have a 0.00 GPA. Faculty will be asked to provide the student's
withdrawal date. Thisinformation will be used to process any Title IV
refunds that are due.

Responsible Position: Dean of Academic and Student Development
Services

Estimated Completion Date: May 2002.
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Allowable Costs/Cost Principles

01-27. Properly Charqge Payroll Coststo Federal Programs

All Programs Applicable to: Department of Socid Services

Control_and Compliance Finding: As reported in our last four reports,
the Division of Information Systems (DIS) does not accurately record
hours worked in the Time Activity Project and Expense Reporting
System (TAPERS). We noted numerous instances of time recorded in
TAPERS that did not agree to approved timesheets. Additionaly,
TAPERS may not be complete, as we noted numerous DIS personnel
that did not enter time into the system. Findly, time recorded in
TAPERS may be overstated because supervisors can unknowingly
release an employee's time more than once. Given the varying
circumstances that may yield incorrect time recorded in TAPERS, we are
unable to quantify the effect of thisinternal control weakness.

The Department implemented TAPERS in 2000 at a total coast of
$352,000. It is our understanding that the Department plans to replace
TAPERS with Microsoft Project as well as a new timesheet application.
The Department was unable to provide information as to the estimated
cost of the replacement system even though they have already incurred
gpplication and training costs.

Requirement: 45 CFR Part 74.22, “Allowable Costs,” requires states to
determine allowable costs in accordance with OMB Circular A-87, “Cost
Principles for State and Loca Governments.” These principles require
appropriate time and distribution records to support salaries and wages of
employees chargeable to more than one grant program or other cost
objective.

Recommendation: The Department should enforce appropriate policies
and procedures to ensure al time for al employees is accurately and
completely reported to the Division of Finance for proper determination
of federa reimbursement. If the Department decides to invest funds to
replace TAPERS, they should fully research any new system to ensure it
will meet Division of Finance and Information Systems reporting needs.

Management Plan for Corrective Action: A study group, composed of
user s and sponsors, was appointed in March 2001 to evaluate TAPERS.
The group’s recommendations were submitted to the Chief Deputy
Commissioner in June 2001. The approved course of action was to
restate, manage and monitor TAPERS time entry as well as
Commonwealth Integrated Personnel and Payroll System leave
accounting activity. In addition, accountability for accurate and
consistent time and leave accounting was added to Employee Work
Profiles for both workers and managers in November 2001.

Responsible Position: Harry R. Sutton, Director, Information Systems
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01-28. Improve Procedures over Revenue M aximization Process
All programs Applicable to: Department of Social Services $1.1 million

Control and Compliance Finding: The divison works with locdlities to
identify and request additional federal funds for socia service needs
through a process called revenue maximization. The process focuses on
identifying eligible costs for uncapped federal programs with foster care
being the primary one. Currently, there are approximately 33 localities
and partners at the loca level that are participating in the revenue
maximization process. The Divison of Finance is alocating more
resources to the process with the goal of increasing the number of
participating localities and partners. We recommend the division address
the following issues before expanding the program.

Cost Allocation Plan

Our review of the approved statewide cost alocation plan determined
that it does not specificaly identify the revenue maximization initiatives
or the methodology used for the partner's determining federa
reimbursable expenses.  Although we consulted with the federa
government regarding whether the process should be part of the state's
plan, we received inconsistent guidance on this matter. It is unclear,
whether there is a federa requirement for Socia Services to include
revenue maximization activities in the statewide cost allocation plan.

Policies and Procedures

There is a1999 draft of the policies and procedures, however, thereis no
final draft of these items. One item not currently addressed, is the
establishment of an audit workplan or case review plan, which
documents the frequency for performing case reviews.

Case Review Process

The division relies on a case review process to determine the percentage
of administrative and case management costs claimed for federa
reimbursement. The case reviews involve a determination on whether
individual cases meet the requirements for a “reasonable candidate” for
the foster care program. We selected a sample of case reviews
performed by the division and identified several issues.

Our review of the divison's case reviews and supporting
case files, showed individua cases that were determined
to be reasonable candidates although there was not a clear
digtinction that “absent preventives services foster care
was the planned course of action.” In addition, we found
inconsistent statewide application of the determination of
eigibility, as a “reasonable candidate” We observed
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some partners that use an assessment tool while other
partners determine digibility drictly by caseworker
judgment. Recent policy announcements at the federa
level have provided clarification on determination of
“reasonable candidacy.”

In some cases, the divison did not clearly document
agreement or disagreement with the partner's
determination of “reasonable candidates’. Participating
partners initially make the determination of reasonable
candidates. The divison then performs case reviews to
determine if the partner’ s determination is appropriate.

In some circumstances, case files did not contain
information to support the “reasonable candidate
determination.”  In severd instances, localities and
partners needed to supply additional information and
caseworkers had to explain their determinations.

Administrative Fee

The divison did not establish the administrative fee based on estimated
costs of the program, but used a median of what other states were
charging. The divison's cogts for administering the revenue
maximization process are much less than the fee charged. As a resullt,
the division has accumulated $1.5 million in unspent fees.

In addition, the divison reported expenses on its Schedule of Federa
Assistance and federal financial reports for the Foster Care-IV-E
program that the Department did not incur. The Schedule and financia
reports showed an expense equa to the administrative fee collection
rather than actual expenses incurred by the Department. This practice
does not comply with generally accepted accounting principles or federal
reporting requirements.  As a result, we are questioning $1.1 million in
expenses reported under the Foster Care I1V-E program in fiscal year
2001

Periodic Review

The divison does not require localities and partners to perform periodic
candidate re-assessments of program dligibility. Our review of case files
showed the divison considers candidates digible for the foster care
program up to five years.

Requirement: Per Circular A-87, Attachment C, Section G (4), “Billing
rates used to charge Federal awards shall be based on the estimated costs
of providing the services, including an estimate of the allocable central

service costs. A comparison of the revenue generated by each billed
sarvice (including total revenues whether or not billed or collected) to the
actud alowable costs of the service will be made at least annudly, and
an adjustment will be made for the difference between the revenue and
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the allowable costs.” In addition, 45 CFR 92.20, “ Standards for financial
management systems,” requires the grantee to make accurate, current,
and complete disclosure of the financia results of financidly assisted
activities in accordance with the financia reporting requirements of the
grant.

Recommendation:

Cost Allocation Plan

The divison should consult with the federa government to determine
whether Social Services should include the revenue maximization
activities in its statewide cost dlocation plan. The divison should
continue its efforts to obtan guidance in determining proper
methodologies for recognition of costs submitted for reimbursement and
whether these methodologies should be included in the Statewide Cost
Allocation Plan.

Policies and Procedures

The divison should findize written policies and procedures for the
revenue maximization process. Before finaizing the procedures, the
divison should revisit the drafted procedures and make any necessary
modifications to improve program administration based on
recommendations in this report.

Case Review Process

The divison should evauate its definition of a reasonable
candidate: in light of recent guidance from the federal
government. The Department should consult with the
federal government agency to ensure its interpretation of
reasonable candidacy complies with federd guidelines.
The Department should then revise and implement
procedures that identify specific criteria for meeting the
definition of “reasonable candidates’ that can apply
consistently by al partners.

The divison should clearly document the results of their
case reviews. The divison should ensure it adequately
documents and justifies its case review results.

The divison should establish minimum documentation
standards for the localities and partners participating in the
revenue maximization process. Partners should document
in the case plan circumstances and risk factors that
justifies why each participant is a “reasonable candidate’
for the program.
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Administrative Fee

We recommend the divison re-evaluate the amount of the administrative
fee charge as compared to actua expenses. In addition the division
should accurately report al revenue maximization activity in its financia
systems and reports.

Periodic Review

The Depatment should require partners to perform a periodic
reassessment of each case to ensure they ill meet the digibility
requirements under the federa program.

Management Plan for Corrective Action: DSS does not agree that
revenue maximization initiatives and the methodology for the
deter mination of federal reimbursable expenses should bealineitemin
the cost allocation plan. First, the federal guidance in OMB A-87
clearly allows the methodol ogy utilized by DSS—the hilling of estimated
versus actual costs. Second, OMB A-87 guidance on Cost Allocation
Planning does not require that the Public Assistance Cost Allocation
Plan narrative repeat previously discussed cost categories and thisfact
has been confirmed in an email from the federal government. The
category of costsin question are presented in the Cost Allocation Plan
narrativein several areas, but specifically within cost center 829, which
also captures "administrative costs that are direct charged.”

DSShas, however, proposed that a CAP amendment be submitted each
guarter for cost center additions, deletions or modifications and the
federal government has agreed that this would add clarity.

The Department will review and resubmit the revenue maximization
policy for approval. Regarding the suggestion to define audit frequency,
DSSbelievesthe current frequency is sufficient. Seventy-threereviews
wer e performed during this audit period.

DSS does not agree that there isinconsistent application of eligibility
determination. At most, thereisa differencein the manner inwhichthe
determinations are documented. Some localities use a standard local
assessment formwhile othersrely on historical information related to the
condition of the family situation (e.g., social histories, external third
party assessments, etc.).

Dueto recent federal court rulingsthat became effective after the period
under audit, DSSisreeval uating the definition of reasonable candidacy.
The Department also routinely reviews court rulings related to other
states for identification of issues, which canimprove Virginia' sprocess.

The Department’s audit process uses a standardized audit form to
document, for every case in the selected sample, the reviewer’'s
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agreement or disagreement, and the basis for that decision, with the
local determination.

Minimum standards for documenting casefilesalready exist and DSSis
unaware of instances where case files were claimed for federal
reimbur sement without adequate documentation.

The administrative fee used by DSSis not, as stated by the APA, based
on a median of what other statesare charging; itisbased on staff levels
anticipated at the onset of the project. OMB A-87 allowsthe use of a
“billed services"' process in which an estimated rate is subsequently
adjusted down to compensate for excess revenues from thepreviousyear
if needed. DSS use of this process has been hampered by unclear

federal guidance. It should be noted, however, OMB A-87 desgnatesthe
HHS Division of Cost Allocation (DCA) with singular authority to

approve cost allocation plans and methodologies. Until thereisclear
federal guidance, DSSwill adhere to documented DCA decisions.

The Department does not concur that thereisno periodic review oflocal
eligibility decisions. Although there has been no federal guidance on
reassessment frequency, DSS requires a reassessment no less than
annually. In addition, the locality is required to certify that the costs
claimed each quarter are claimed on behalf of clients deemed to be
reasonable candidates for that quarter. DSS has also suggested that
localities performindependent reviews of a sample of cases each quarter
to ensure assessment validity and supporting documentation.

Except for a lack of adequate documentation, placement of a child in
foster care or attaining age 18, federal regulations have set no time
limits on the duration of candidacy. Clients may remain reasonable
candidates for aslong as it may take for an effective service delivery
plan to stabilize the family unit and avoid foster care placements.

Responsible Position: David A. Mitchell, Controller
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Subr ecipient Monitoring

01-29. Improve Program Monitoring Structure and Procedur es
All Programs Applicable to: Department of Social Services

Control _and Compliance Finding: The Department should improve
program monitoring procedures to ensure they have standard and
consistent procedures to adequately monitor benefit and service
programs. Based on inquiry of personnel at the centra office and local
offices, there is a lack of standard and consistent program monitoring
procedures.

The Department relies heavily on localities audits performed by CPA
firms as a form of quality control. This function is not aways adequate
for monitoring and ensuring federa and state compliance in that socia
service programs may not come within the scope of these single audits.

Adeguate communication does not exist between the Department’s
regiona and program operations divisons and locdities.  Regiond
specidists perform reviews of benefit and services programs, which
primarily address digibility determinations. Centra office’'s program
managers are essentially removed from the review process and unaware
of deficiencies in the control environment of the locdlities. In addition,
there is no centra tracking system in place to keep program managers
informed of the status and results of reviews.

Requirement: OMB Circular A-133, “Audits of States, Loca
Governments, and Non-Profit Organizations,” Subpart D, Section .400
(d) requires a passthrough entity to monitor the activities of
subrecipients as necessary to ensure that federal awards are used for
authorized purposes in compliance with laws, regulations, and the
provisions of contracts or grant agreements and that performance goals
are achieved.

Recommendation: We recommend that the Department review its
approach to program monitoring and reliance it can place on local audits
of socia service programs. The Department should establish standard
monitoring procedures that it can consistently apply in dl program areas.
It is our understanding that the Department has made organizationa
changes in fisca year 2002 that will improve their monitoring process.

Management Plan for Corrective Action: Whilethe Department agrees
that standard and consistent procedures do not exist for all benefit and
service programs, this is not an across-the-board situation. For

example, the Food Stamp and Medicaid programs are monitored in
accordancewith federal quality control regulations. Inaddition, efforts
to enhance existing monitoring procedures and extend the monitoring
processto uncover ed areas began in early 2001—beforethe date of the
APA audit.
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The need for a centralized and standardized monitoring process was
recognized in August 2000 and a new division—Program | ntegrity—was
formalized in March 2001. This division, which is comprised of four
units (Quality Control, Fraud, Program Accuracy and Compliance
Review), ischarged with monitoring all of the Department’ s benefit and
service programs. Thedirector for thisdivision was hired in December
2001 and the roles and responsibilities of the individual units are
currently being defined and finalized. Aspart of thisprocess, a survey to
identify and eval uate existing benefit and service programswill be sent
to central, regional and local staff by July 2002. The results of this
survey will be incorporated into the final monitoring plan.

Itisthegoal of the Department to define and/or implement standard and
consistent monitoring and tracking processes for all benefit and service
programs by the fall of 2002. As part of this process, meetingswill be
held with regional and local personnel beginning March 14, 2002.

Although the Department does, as stated by the APA, rely on local CPA
auditsfor the monitoring of social servicesfinancial activities, we also
have two other forms of monitoring:

(@) Division of Finance staff perform desk reviews of LASER
transactions and work with local agencieswhen correctionsare
warranted. Division of Finance management is currently
exploring options to enhance the documentation of these
reviews.

(2 The Regional Administrative Managers (RAM) routinely provide
technical assistance and financial monitoring during local
agency visits. Staff in Finance, Internal Audit and Regional
Administration are currently designing a form which will
standardize the regional administrative review process. This
form should be in use by June 2002.

Whilewe agreethat thelocal CPA audits do not adequately cover social

servicesactivitiesand are, therefore, not a sufficient stand-aloneformof
monitoring, we would point out that the local CPA audits are performed
in accordance with the APA’ s Audit Specifications for Counties, Cities
and Towns, a document to which the agency regularly providesinput—
input designed to enhance and expand the CPA audit coverage of social

services operations.

Responsible Position: Mary Jo Thomas, Director, Program Integrity
and David Mitchell, Controller

Estimated Completion Date: Fall 2002.
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01-30. Strengthen Controls over Binding Commitments
66.468 Applicable to: Department of Hedlth

Control and Compliance Finding: Hedth did not enter into binding
commitments for 18 percent of the loans scheduled within the required
one-year time frame. Hedth had cumulative receipts of $63,251,467, but
only committed $51,699,298. Federal regulations require Hedlth to enter
into cumulative binding commitments within one year in an amount
equal to the amount of each grant payment plus the required state match
in accordance with Code of Federa Regulations (CFR) Title 40 Section
35.3550 (€).

Loan closing dates are tentative, and binding commitments use these
tentative dates. The borrowers and grant recipients do not aways know
of the many items needed and procedures required to have a loan closed
properly. This lack of knowledge delays loan closings, which can result
in noncompliance with federal regulations and the loss of federa
funding.

Requirement: Per 40 CFR Section 35.3550(€), a State must agree to
enter into binding commitments with assistance recipients to provide
assistance from the Fund. Binding commitments must be made in an
amount equal to the amount of each capitaization grant payment and
accompanying State match that is deposited into the Fund and must be
made within one year after the receipt of each grant payment.

Recommendation: We recommend Health educate borrowers and grant
recipients on the policies and procedures necessary to have a successful
loan closing. In addition, Hedlth should review the current methodology
of determining loan closing dates, so that Health can more accurately
comply with the federal binding commitment regulation.

Management Plan for Corrective Action: We concur with the Finding.
By the quarter ending December 31, we had loan closings, or binding
commitments, in excess of the federal automatic clearinghouse (ACH)
payments. In addition to this, we have used our bypass procedure to
remove targeted funding for projectsthat areeither dead or off track.
The funds are then targeted to projectsthat are ready to proceed. We
also continue to use (and improve) our 4-page Construction Project
Checklist to educate and guide the clients through the process. Drinking
Water State Revolving Fund (DWSRF) staff isfocused on encouraging
clientsto meet the mutually sel ected deadlinesfor each task. A database
has been developed to track each client’s progress through the loan
process. Fromthisdatabase, we can quickly identify a client that needs
assistance to proceed or a client that should be bypassed.

We continue to find co-funding and parity issues delaying projected
closings. Co-funding iswhere morethan one entity hastargeted funding
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93.558

01-31.

to complete a project. Parity isatermto describe granting by a present
debt holder equal security statusto usregarding accessto revenue for
repayment of loans. Other agencies' requirements must be met but, of
course, that agency is not working on our timeline- at project selection
time or during the process. However, to address this major hurdie we
have staff from the US Department of Agriculture-Rural Development
(RD) and Virginia Department of Housing and Community Devel opment
on our application review teamand we al so ask themto attend meetings
with clients. Regarding parity, Mr. Tom Gray, DWSRF Project
Manager, frequently talks with RD |eader ship and field staff to expedite
solutionsto their concernsand needs. RD has solicited input fromtheir
national office and now in thelast two monthsis speeding up their parity
approvals. Mr. Gray and staff of these funding agencies are meeting
guarterly to discuss a variety of issues.

In situations where no significant barriersremain relating to the loan,
we encourage clientsto proceed with their projects. Inthese cases, the
project isunder construction prior to actually closing on theloan. This
progress does not appear in the reported numbers for binding
commitments. We have also moved some scheduled ACH payments to
future quartersto compensate for changesin tentative loan closing dates
and will continue to take advantage of this tool.

Responsible Position: Tom Gray, DWSRF, Project Manager

Estimated Completion Date: December 31, 2001.

Improve Use of Income Eligibility Verification System

Applicable to: Department of Social Services

Control _and Compliance Finding:  We previoudy reported the
Department did not consistently use the Income Eligibility Verification
System (IEVS) to verify income for Temporary Assistance for Needy
Families (TANF) recipients. The Department must coordinate data
exchanges with other federally assisted benefit programs, request and use
income and benefit information when making eligibility determinations,
and adhere to standardized formats and procedures in exchanging
information with other programs and agencies. Specificaly, the State
must request the following information: wage, unemployment
compensation for Virginia Employment Commission, Socid Security
Adminigtration data, Immigration and Naturdization Service, and
unearned income from the IRS.

In following up on this issue, the information the Department reports in
IEVS is generated from the Virginia Client Information System
(VACIS), which is no longer the system of record for TANF. Redlizing
the information is not accurate; the Department has discontinued using
IEV Sto verify income for TANF recipients.
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93.959

01-32.

Requirement: Section 1137 of the Social Security Act requires the State
to participate in the IEVS. The Department is required to coordinate data
and exchanges with other federally assisted benefit programs, and use
income and benefit information when making eigibility determinations
for TANF recipients.

Recommendation: The Department is working to establish a system to
participate in IEVS in accordance with federa requirements. The
Department could face federal sanctions of up to two percent of the State
Family Assistance Grant (SFAG) for fallure to participatein IEVS.

Management Plan for Corrective Action: The APAis correct. 1EVS
reports were suspended in June 2001 because: (1) the reports were
being matched against a system (VACIS) with noncurrent information;
(2) IEVS is an antiquated COBOL system with unavailable
programming logic; and (3) the local agencies had voiced numerous
complaints about excessive, unproductive workloads caused by system
inaccuracies. A corrective action plan was submitted to Health and
Human Services in August 2000 and the Department is committed to
integrating IVESinto ADAPT by the fourth quarter of 2002.

Responsible Position:  Mary Jo Thomas, Acting Director, Benefit
Programs

Estimated Completion Date: Fourth quarter of 2002.

Develop an I ndependent Peer Review Monitoring Process

Applicable to: Department of Mental Health, Mental Retardation, and
Substance Abuse Services

Control and Compliance Finding: The Department did not comply with
the independent peer review requirement as set forth in the SAPT Block
Grant. The grant requires that the Department develop procedures for
the implementation of peer reviews, and provide for these peer reviews
on a least five percent of the Community Service Boards (CSBs) that
provide treatment services, and that the five percent is a representative
sample of the state’s CSBs.

The Department does not require the CSBs to have a peer review because
of cost implications. Nor, does the Department have procedures to
“provide for” peer reviews. Management’s response to this finding in
fiscd year 2000 stated that the Department would begin to track
participation in peer reviews through direct contact with the Commission
on Accreditation of Rehabilitation Facilities (CARF). However, it has
not implemented such procedures. Coincidentally, the Chesterfield and
New River Valey Community Services Boards requested and received a
quaified independent peer review from the Commisson in fisca year
2001 accounting for the required five percent.
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Requirement: According to Title 45 of the CFR section 96.136, the State
shal for the fisca year for which the grant is provided, provide for
independent peer reviews to assess the quality, appropriateness, and
efficacy of treatment services provided in the State to individuas under
the program involved, and ensure that & least 5 percent of the entities
providing services in the State under such program are reviewed. The
programs reviewed shall be representative of the total population of such
entities.

Recommendation: Management should develop guidelines to ensure that
a least 5 percent of the operating CSB’ s have independent peer reviews
conducted in accordance with the grant. Independent Peer Reviews are
important to ensure that the CSB’s are providing appropriate and
adequate treatment in accordance with the guidelines of the grant.

Management Plan for Corrective Action: For Sate Fiscal Year 2002,
we have verified that two (2) community services boards have been
reviewed by CARF and have received, or will receive, CARF
accreditation by June 30, 2002. These are:

Central Virginia Community Services Board
Virginia Beach Community Services Board

We intend to continue to maintain regular contact with CARF to collect
information about accreditation among CSBs as well as to actively
encourage CSBs to notify us of participation in accreditation review
conducted by national organizations such as CARF.

In addition, for Sate Fiscal Year 2003, we are proposing the following
process, and will implement it pending approval of the Commissioner.

The Department will re-inform subrecipients of the
SAPT Block Grant of the peer review requirements

The Department will seek volunteer representatives
fromthe provider group through the Substance Abuse
Council of the Virginia Association of Community
Services Boards to:

1. Develop review standards that address the
requirements as stated in theregulations(i.e.,
treatment planning, documentation of
implementation of treatment services, and
discharge and continuing care planning);

2. Participate on a volunteer team to conduct
peer reviews of substance abuse treatment
programs funded by this source;

3. Volunteer programs to participate in peer
reviews for State Fiscal Year 2003.
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01-33.

Medicaid Cluster

In addition, we will urge community services boardsto notify the Office
of Substance Abuse Servicesof participationin CARF and other national
accreditation activities that qualify as peer review under this
reguirement.

Responsible Position:  Mellie Randall, Substance Abuse Program
Coordinator

Estimated Completion Date: July 1, 2002.

Other Internal Control Matters

Implement Sanctioned M edicaid Recipient Fraud Precautions

Applicable to: Department of Medical Assistance Services

Control Finding: The current Medicaid Management Information
System (MMIS) system lacks a program edit that would prevent
recipients convicted of Medicaid fraud from reenrolling for Medicaid
within the 12-month sanction period. Management has decided not to
implement this edit into the current system; however, it plans to add it to
the new MMIS system. The Department does have a manua procedure
to contact loca sociad services offices, who do eigibility, and request
that they remove recipients from the program. Additiondly, the manua
process follows up to ensure that the recipient is removed from the

program.

The origina date set for implementation of the new MMIS system was
June 30, 2001. Currently, the expected MMIS implementation is
June 20, 2002, which causes the potentia occurrence of sanctioned
recipient fraud to continue © be a risk until the new MMIS system is
implemented.

Recommendation: We recommend that the Department’s Recipient
Audit Unit begin efforts to work with the local socia service agenciesin
identifying and properly coding sanctioned recipients to ensure that these
recipients cannot re-enrall in the program during the sanctioned period.
These efforts should continue until the implementation of the new MMIS
system.

Management Plan for Corrective Action: We continueto concur that an
edit should be in place that would not allow recipients convicted of
Medicaid fraud to be re-enrolled for Medicaid within the 12 month
sanction period. However, again, thisyear, it isthe agency’ s position
not to implement an ISR at thistime to add thisedit. Thisedit isincluded
in the new MMIS. Once the MMISis functional, this problem will be
resolved.
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01-34.
Medicaid Cluster

We have taken several measures to ensure that local departments of
social services are entering cancel code “14” when a Medicaid

conviction is obtained. We have an individual who is, on a quarterly
basis, following up with the local agencies on the status of prosecuted
casesin their locality. If the case has not goneto trial yet, we remind
them to be sure to cancel the recipient, using cancel code, “ 14" if the
recipient isconvicted of Medicaid fraud. Inaddition, weareattaching a
reminder to the Notification of Change in Satus form that is included
with the letter we initially send to the agency, along with the
recipient(s)’ paid claims history that they have requested. Additionally,
for those recipients in the Client Medical Management Program that
were convicted of Medicaid fraud, cancelled with code “ 14" and

subsequently re-enrolled during the 12 month sanction period, the case
managers in the Recipient Monitoring Unit are tracking these
individuals. When this happens, the information is shared with the
Recipient Audit Supervisor who then advisesthe current locality of the
sanction period so the recipient’s Medicaid case can be closed.

Responsible Position: Jim Cohen, Director Program Operations

Estimated Completion Date: Corrective Action Complete.

Improve Medicaid Quality Control Process

Applicable to: Department of Socia Services

Control Finding: We found the following deficiencies with the Medicaid
Quiality Control Process:

A current Memorandum of Understanding outlining the
Department of Medica Assistance Services (DMAS) and
DSS's roles and responshbilities does not exist for the
Medicaid Quality Control review performed by DSS. A MOU
is required for each review performed by DSS.

The Department has implemented a new Medicaid Quality
Control Pilot that has not been federally approved.

The Qudity Control unit is not completing reviews timely.
We noted eight of fifteen (53 percent) reviews were not
completed timely. The reviews were completed from one to
ninety-seven days past the deadline.

The Departments are unable to determine if the accuracy of
eigibility determinations has improved because the
Department no longer computes a Medicaid error rate.

Corrective action has not been taken for errors identified
during the Quality Control reviews.
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Recommendation: The Department should implement and comply with
a current Memorandum of Understanding with the Department of
Medica Assistance Services. The Department’s reviews should be
completed timely and errors identified should be corrected in DMAS's
Medicaid Management Information System. The Department should
caculate an error rate to measure the progress the Medicaid Qudity
Control function is making toward the reduction of digibility
determination errors.

Management Plan for Corrective Action: DSS and DMAS have
developed a final draft of the MOU. The outstanding MOU issues and
other administrative matters were documented to DMAS in February
2002. DSS plans to have an executed MOU by May 2002.

DMAS April 3, 2001 request for approval of the April 2001 Medicaid
Quality Control Pilot was confirmed by the Centers for Medicare &
Medicaid Services, via e-mail, on July 10, 2001; written approval was
received by DSSon March 1, 2002. The approval for the October 2001
Medicaid Quality Control Pilot was received November 29, 2001.

We agree that some of the Medicaid Long-TermCarePilot reviewswere
not completed by the deadlines, but it should be noted that these
deadlines wer e established internally and are not federally mandated;
therefore, there were no fiscal consequencesfor the missed deadlines. It
should also be noted that these self-imposed deadlines are considerably
more stringent than the deadlines established under the traditional,
federally prescribed Medicaid regulations. In the future, we will set
morerealistic deadlines for completing Medicaid Quality Control Pilot
reviews.

We concur that identified errorsshould be corrected in DMAS Medicaid
Management Information System. Effective May 1, 2002, regional
Medicaid policy staff will berequired to monitor QC error findingsand
report to the Medicaid Program Manager if an agency fails to take
action to correct a Medicaid error timely.

An approved Medicaid Quality Control Pilot puts Virginiain a“ hold
harmless’ positionrelativeto errorsandis, therefore, more beneficial to
Virginiathan the traditional, federally mandated state error rate. The
Centersfor Medicare & Medicaid Services (formerly the Health Care
Financing Administration) allows this substitution.

Responsible Position: Mary Jo Thomas, Director, Program Integrity
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01-35. Strengthen Contract Manager Oversight

Medicaid Cluster  Applicableto: Department of Medical Assistance Services

Control Finding: The Procurement Unit has responsbility for the
purchase of goods, services, and supplies needed by the Department.
This includes the adminidtration and processng of Requests for
Proposals (RFP) and the management of all contracts and interagency
agreements.

Payments to contractors make up approximately 41 percent of the tota
administrative expenses for the Department. The contracted services at
the Department range from audits of Medicaid costs reports and recipient
enrollment services to the implementation of the new Medicaid
Management Information System (MMIS).

The Department maintains a database of al contracts and interagency
agreements. The contract manager is responsible for maintaining
contracts and interagency agreements and communicating changes to
Interna Audit who updates the contract database. However, not al
contracts are in the database because Management is executing contracts
and modifications without the contract manager's review. Also,
Management is not notifying the contract manager of changes, such as a
newly designated contract administrator. In addition, the contract
manager did not have current agreements for two of the three selected
interagency agreements.

While some of the agreements are small, the Department spent over $31
million on contractud services from July 1, 2000 through
February 28, 2001, which represents an increase of amost $10 million
more than the previous year. Contracting initiatives and costs continue
to increase and it is important that the Department maintain the contract
database with all pertinent information to ensure proper management of
contracts and interagency agreements.

Recommendation: The contract manager should review al contractua
obligations before execution.  In addition, management should involve
the contract manager in changing existing contracts and agreements.

Management Plan for Corrective Action: The contract manager reviews
all contractual obligations before execution and is involved by
management in changing existing contracts and agreements.

Responsible Position: De Earhart - Comptroller

Estimated Completion Date: Corrective action complete.
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01-36.

Medicaid Cluster

01-37.

All Programs

Review Fiscal Agent Contract M anagement Over sight

Applicable to: Department of Medical Assistance Services

Contral Finding: The Department’s contract monitor for the fiscal agent
contract has not performed onsite compliance reviews since May 1999.
These reviews would include audits of the contractor’s claims resolution
process.

In addition, there was only a limited review for compliance with other
contract requirements such as the timely processing of claims. During
the first eight months of fiscal year 2001, the Department paid more than
$11 million to the fiscal agent, which represents more than a third (37
percent) of all contractual expenses.

Since the Department has expanded the scope of the contract over the
years, management should also determine if the contract administrator
should expand the scope of the review to include the additional services
added to the existing contract. The size and scope of this contract makes
performing timely reviews essentia to its oversight.

Recommendation: We recommend that the Department improve
oversight of the fiscal agent contract and determine if the contract
monitor should expand the scope of the review to include the additional
services added to the existing contract.

Management Plan for Corrective Action: The contract monitor
responsiblefor oversight of the fiscal agent had stopped performing on
site reviews of claims processing due to the increase demands of
developing the new VaMMIS. The contract monitor is the primary
source for determining and validating the edits and audits required in
the automated claims processing system. The contractor’s time was
largely spent on validating new system edits; reviewing the Detail System
Design; and reviewing thetest plans. SnceMay, 2001 DMAShasbegun
twice a month on site audits. 1n addition, the contract monitor logsin
referralsfromthe provider helpline regarding claimsresolution issues
and forwards these to the claims manager at First Health.

Responsible Position: Jim Cohen, Director Program Operations

Estimated Completion Date: May 1, 2002.

M anage Contracts and Update Procur ement Policiesand Pr ocedur es

Applicable to: Department of Health

Control_Finding: Hedth spent $74 million during this fiscad year for
contractual services representing 17 percent of total expenses and has
begun providing contract management guidance; which includes
guidance on maintaining a list of contracts. However, there is no
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required process to track contracts with pertinent information such as
contract number, contract officer, contract administrator, or the start and
end dates of the contract. Health encourages, but does not require, al
work units to maintain a list of their contracts. In addition, Hedth has
not developed its own contract management procedures that include
important information such as Health's unique decentralized contracting
processes.

We found severa instances where Health was paying for services under
the terms of expired contracts and without a proper contract or agreement
in place. We adso found situations where employees exceeded their
delegated purchasing authority. In addition, work units were unfamiliar
with contract administration responsibilities and did not identify contract
administrators for their contracts. Contract files should contain a
designated contract administrator whose responsbility is to ensure
compliance with contract requirements to help ensure Health receives the
contracted services or goods. It is imperative that the employees in
charge of each contract are familiar with its terms and conditions. Health
needs to ensure proper procurement planning before the expiration of the
contract to minimize possible procurement guideline violaions.

Health has recognized the need for additiona procurement training and
has developed and provided additiond training. However, management
needs to ensure al employees assigned this responsbility receive
gppropriate training.  In addition, Health has not developed procedures
for determining contract responsibility and contract oversight. Thisis
important so that employees have a clear understanding of their
responsibilities to ensure adequate and proper contract management.

Recommendation: Management should complete the assignment of the
responsibility to manage contracts and communicate those
responsibilities including the required contract elements and the
assgnment of contract administrators while maintaining centra
oversght. Hedth should continue to provide training to appropriate
personnel conveying the process and its importance and require each
work unit to maintain a list of al their contracts. Management should
also update Hedth's policies and procedures to include unique agency
contract management procedures.

Management Plan for Corrective Action: We do not concur with this
finding. We feel that VDH has been very proactive in managing
contracts and updating procurement policiesand procedures. VDH has
provided guidance and direction to administrators and business
manager sto provide a contract list fromtheir work unit using either the
Office of Purchasing and General Services (OPGS) provided Excel
spreadsheet, or one oftheir own. Further guidancewill be provided via
web site, training, and individual review. A survey of businessmanagers
and review of the current contract management and business process
was necessary and completed prior to release of the guidance and
spreadsheet. Guidance and directions were given to the work unitsto
use the devel oped log or one of their own. Input wassolicited onthelog
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from the field. Currently, have received a majority (73%) of the
individual logs, which will be available in OPGS (hard copy).

VDH follows the contract management & administration proceduresas
indicated in state policy, APSPM Chapter 10. The majority of contract
lists have been obtained and are available for review by management,
hence no additional policies are needed. “ Best practices’ in contract
administration include writing specific contract administration
requirementsinto theindividual contractsthrough receiving, inspection,
payment, and terms and conditions requirements. Training as well as
definitionsand procedures areincluded in the VDH purchasing guide.
VDH tracks department wide, those contracts deter mined to be high-risk.
These contractsarelisted in priority order according to risk rankings,
identify contract administrators, and are evaluated on performance.
Limited delegation is given to programs and districts.

Written designation does not apply to all contracts, only “ ...continuous
or termcontracts’ (APSPM 10.2.) Contractsaretypically administered
by the end user, or the program manager who ordered the good or
service. OPGS provides contracting and administration training;

reviews designation of assigned administrator or assistsin assigning an
administrator with dutiesat contract signing, provides trouble shooting
and resolution; and works individually with managers to build solid
contracts to ensure effective administration. Contract logs will also
identify contract administrators.

Management has already committed staff and support by providing
training and technical assistance. VDH follows the contract
management & administration procedures as indicated in state policy,
APSPM Chapter 10. VDH has deter mined that due to the decentralized
natur e of the agency and the districts' local government affiliation, that
any additional mandated requirementsto state law and/or policy would
not enhance contract responsibility or oversight, and could cause
confusion. The VDH Purchasing Guide highlights state contracting and
policy. Specific focus has been on contract administration training
ranging from two agency wide seminars (a fundamental class and an
advanced symposium sponsor ed by the Secretary of Health and Human
Resources) to individualized training. Contract log and management
processwill be covered at the next ADMINET (Business meeting) April,
2002. An earlier training session was planned for April 26, 2001 but
was cancelled.

VDH ongoing initiatives and plans:

- Communicate directly by email to contract log managersuntil the
OPGSweb pageis activated with contract management guiddines
and tips.

Email to all staff with purchasing guide attached (proposed).

Revise and publish delegation. Advocate consistent delegation for
goods and services.
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Obtain fromwork unitsand districtsa contract log to be submitted
to OPGSon a yearly basis.

OPGSwill maintain alist of Contract Log Manager Assignments
Ongoing training on contract management/administration for
contract administrators (including program managers, and
business managers).

Periodic contract administration training (proposed twiceayear).
New employee orientation.

ADMINET

Provide onsite review and training to districts and programs.

Consult with VDH internal audit staff as they conduct review of
contract administration. (Initial training session has been held).

Procurement/contract training provided:

ADMINET MEETING October 17, 2000 targeting Business and
Fiscal managers (Central Office and Districts).

STD/HIV Procurement Workshop Nov 16, 2000 targeting STD/HIV
program staff and vendors and findings in
contracting/procurement reviews.

ADMINET Cancelled April 26, 2001 (due to budget constraints).

Contract Risk Training July 17, 2001 targeting contract
administrators for initial fundamental contracting/ contract
administration training.

Office of Family Health Services targeting business managers
training July 23, 2001.

Contract Risk Symposium August 27, 2001 targeting contract
administratorsfor supplemental contract administration training.

Office of Family Health Services Program Manager training
October 22, 2001 Schedul ed targeting program manager soffering
contracting and contract administration.

ADMINET October 23, 2001 Scheduled targeting Business and
Fiscal managers (Central Officeand Districts). Agendatoinclude
contract administration and log management.
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01-38.

All Programs

Upcoming:
Overview and Contract Administration (repeat dependent upon
Response:) targeting Business and program manager s (Jan-Feb.
2002).
EVA training (in planning).
New Employee Orientation participation (regular intervals).
Adminnet, April 2002

Responsible Position:  Tom Williams, Director of the Office of

Purchasing and General Services (OPGYS)

Helen Tarantino, Deputy Commissioner for
Administration

Improve Benefit Overpayment Monitoring and Collections
Procedur es

Applicable to: Department of Socia Services

Control _Finding: The Department does not adequatedly maintain an
overpayment tracking system for the Temporary Assistance for Needy
Families (TANF) or Food Stamps benefits programs. This lack of
information has inhibited collection efforts.

The Department has three systems it uses to record benefit overpayment
activity for TANF and Food Stamps. Those are the Virginia Client
Information System (VACIS), Application Benefit Delivery Automation
Project (ADAPT), and Food Stamp Claims Tracking System (FSCTS).
With overpayment activity scattered among many systems, the
Department cannot effectively monitor overpayments or pursue
collection. For over hdf of the 15 Food Stamp and TANF overpayments
tested, the Department did not consistently pursue collection efforts.
Some of these overpayments have been delinquent since 1996.

Additionaly, the Department does not accurately report accounts
receivable balances to the Department of Accounts, and overpayment
information to the federal government.

Recommendation: The Department should consolidate overpayment
activity for each benefit program in one system. Management should
develop adequate procedures for tracking and monitoring overpayments
to increase collections and ensure accuracy of financia information.

Management Plan for Corrective Action: Prior to receipt of thisaudit
recommendation, a Benefit Programs Steering Committee was formed
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Number

01-39.
All Programs

for the purpose of establishing priorities for information systems
enhancements. One of these enhancementsisthe conversion of the Food
Stamps Claims Tracking System into ADAPT. In the first committee
meeting on February 5, 2002, a subcommittee was charged with
prioritizing all outstanding information system work requests and
submitting recommendationsto the full committee for approval by March
2002.

In February 2001, the agency initiated a Food Stamp claims conversion
project to identify active VACIS accounts which need to be moved to
ADAPT. As part of this effort, listings of Food Stamp claims needing
local agency corrective action were published in October and December
2001 ADAPT reports. The October listing identified all claimsthat were
suspended; these claims were to be reactivated or terminated. The
December listing identified claims with balances less than or equal to
$25; these claims wereto beterminated if inactive. Local agenciesare
to compl ete corrective action, validation and conversion (from VACI Sto
ADAPT) by May 2002. The target date for completion of the entire
conversion project isJune2002. Current claimsarebeing recordedin
ADAPT.

A TANF Overpayment Report, which shows current claims data on

active TANF claims, became availablein ADAPT in February 2002 and

is being used by local and regional staff to monitor overpayments.

Responsible Position:  Mary Jo Thomas, Acting Director, Benefit
Programs

Improve Internal Controls Over Payroll

Applicable to: Department of Social Services

Control Finding: We found severa internal control weaknesses that
resulted in payroll overpayments, sickness and disability benefit
overpayments, and incorrect hedth insurance premium payments.
Severa of the exceptions discussed below were caused when supervisors
and managers did not report employee separation and termination
information promptly.

The Payroll Unit does not accurately report and calculate
benefit payment for employees participating in Virginia Short-
term Disability Program (VSDP). For a sample of 11
employees tested, eight employees were overpaid $3,769 and
three employees were underpaid $1,206. The Department is
il attempting to collect overpayments totaling $21,279 that
we identified in prior year. For the sample sdlected, we aso
noted an instance of payment for the incorrect number of
disability credits.



CFDA
Number

Findings and Recommendations

Questioned
Costs

DHRM does not review Action Reports to ensure rate and
period of payment is appropriate based on months of State
service.  Two employees were overpaid benefits because
information on the action report was inaccurate.

The Payroll Unit does not properly resolve reconciling items
resulting from health insurance benefits recorded in the
Benefit Eligibility Sysem (BES) to payroll deductions
recorded in the Commonwedth Integrated Personnel and
Payroll System (CIPPS). Of 26 employees tested we found
nine ingtances of premium underpayments totaling $4,932. In
several instances the unit identified exceptions but took over
three months to resolve them.

DHRM does not properly maintain access for the Benefit
Eligibility System. Sx of 31 employees tested had
inappropriate access to the system during the fiscal year.

DHRM and supervisors do not coordinate efforts to ensure
termination checklists are completed and the termination
listing is accurate and complete.  This weskness has
contributed to untimely payment of leave balance and over
payments to terminated employees.

The Department uses a cost adlocation plan to alocate administrative
costs. These costs are grouped into cost pools and alocated to federal
programs on a quarterly basis. Therefore, we were unable to identify
specific federal programs, if any, that may have been charged for the
overpayments described above.

Recommendation: Overall the Department needs to improve and enforce
procedures to ensure that divisions promptly communicate al changes in
employee status to Human Resources and Payroll. We aso make the
following specific recommendations:

The Payroll Unit should develop and implement appropriate
procedures to correctly pay short-term disability benefits
amounts.

The Department should have someone knowledgeable with the
BES/CIPPS reconciliation review the reconciliation and
determine that there is proper disposition of al reconciling
items.

The Divison should draft procedures for the payment of leave
balances and enforce those procedures.

The Division should monitor BES access to ensure it is limited
to employees needing it to perform their job responsbilities.
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The Divison should dso ensure individuds with acess are
appropriately trained to use the system.

The Division of Human Resources should maintain an accurate
termination checklist and periodicaly distribute the listing to
key personnel in the Department such as Security Officers and
the Director of the Office of General Services.

The Department should review the workload and staffing level
of the Payroll Unit to ensure staffing is adequate to effectively
complete the workload.

Management Plan for Corrective Action: Of the 11 cited errors, six
wer e corrected during the audit period; two have been referred to the
Office of the Attorney General; and the remaining two areinthe process
of being corrected. It should be noted that over payments of $3,769 and
under payments of $1,206 represent .0063 percent and .0020 per cent,
respectively, of the Department’ s annual dollar volume. It should also
be noted that the Department of Accounts did not issue the polices
governing the automated processing of these transactions until March
2001.

Effective September 2001 DHRM began reviewing the Action Reports
within two working days of receipt to ensure period of payment is
appropriate based on months of state service. If discrepancies are
found, CORE isimmediately contacted with the correct information. All
corrected Action Reports are communicated to the Payroll Unit and
CORE.

Since November 2000, the Payroll Unit and the Division of Human
Resour ce Management have been meeting monthly to reconcile health
carebillsand identify health insuranceissues. All reconciled itemsare
dated and corrected. Of the nine exceptions cited, seven were corrected
prior to the audit date; the remaining two were corrected during the
audit. We would also point out that $4,932 represents .0082 per cent of
the volume of benefits processed annually.

Accessto the Personnel Management Infor mation System (PMIS)for the
six employeesin question waster minated on September 18, 2001. BESis
a sub-systemof PMIS. Alisting of all employees who have BESaccess
will be requested in April and October each year to reconcile agency
records and actual duties performed by DHRM employees.

The Benefits Section of DHRM will request and receive a bi-annual
report fromthe Virginia Department of Human Resour ce Management
that listsall employeeswho have BESaccess. The Benefits Coor dinator
will review these reportswith the HR Director Senior within fiveworking
days of receipt of listing to ensure appropriate DHRM employees have
PMISaccess. Any errorswill bereported to the Virginia Department of
Human Resource Management for correction within ten days.
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01-40.

01-41.

Since November 2000, DHRM has been tracking all separations to
ensurethat the el ectronic/paper separation checklistisreceived fromall
divisionsbeforethefileisarchived. Senior management is notified when
manager s and supervisors do not comply with termination procedures.
Effective November 1, 2001, the Division of Information Systemsand the
Office of General Services receive a monthly listing of separated
employees.

Procedures for the payment of leave balances were implemented in
January 2001. When theresignation letter isreceived, the supervisor is
e-mailed the termination checklist, with instructions, within two working
days. Theseinstructionsinclude the statement that |eave balances are
needed two working days after separation. All |leave balancesare now
forwarded to the Payroll Unit on the official employee transaction
record (P-3) and signed by the Human Resource Assistant. If leave
balances are not received within the prescribed time period, reminder e-
mails are sent to the employee, the supervisor and then upper
management.

Responsible Position:  David A. Mitchell, Controller,

Sally U. Blanchard, Director, Human
Resour ce Management

DATA PROCESSING CONTROLS

Program Change Controls

I mprove Documentation for System M odifications

Applicable to: Department of Socid Services

This finding is included in the “Financia Statement Findings’ section of
this report as finding number 01-3.

Information Security Programs

Assign Responsibility for Security of the Oracle Production
Databases and Develop Policies and Procedures or Guidelines for
M aintaining Proper Controls

Applicable to: Department of Health

This finding is included in the “Financia Statement Findings’ section of
this report as finding number 01-5.
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01-42.

01-43.

01-44.

01-45.

Strengthen Operating System Security Policies

Applicable to: Department of Hedlth

This finding is included in the “Financia Statement Findings’ section of
this report as finding number 01-6.

Finalize Policies and Proceduresfor Oracle Security Controls

Applicable to: Department of Social Services

This finding is included in the “Financia Statement Findings’ section of
this report as finding number 01-8.

Comply with the Commonwealth of Virginia (COV) Information
Technology Resour ce Management (ITRM) Sandard 2000-01.1

Applicable to: Department of Transportation

This finding is included in the “Financia Statement Findings’ section of
this report as finding number 01-10.

INFORMATION SYSTEMS PROJECT DEVELOPMENT

Develop aReliableand Realistic Funding Scheme and Reassessthe
Timeline of the Web-VISION Project Plan

Applicable to: Department of Health

This finding is included in the “Financia Statement Findings’ section of
this report as finding number 01-14.
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FINANCIAL STATEMENT FINDINGS

Department of Accounts - Statewide | ssues

2000 12 00-5 Strengthen Controls over Systems N/A DOA
Modification Requests

2000 14 00-8 Comply with the Commonwealth of Virginia N/A DOA
ITRM Standard 2000-01.1

Department of Health

2000 16 00-10 Complete Information Security Program N/A VDH

1999 23 99-13

2000 17 00-11 Strengthen WIC Information Security N/A VDH

1999 22 99-12

1998 17 98-12

2000 23 00-18 Completean IT Strategic Plan and a Com- N/A VDH
prehensive Annual Work Plan for the Office
of Information Management

2000 24 00-19 Develop aProject Plan Using aRedlistic and N/A VDH

1999 28 99-16  Reliable Funding Scheme

1998 28 98-23

Department of Information Technology - Service Bureau

2000 26 00-20 Perform a Review of Trusted Relationships N/A DIT

1999 30 99-17

2000 26 00-21 Review Current Policies and Procedures N/A DIT
Periodically

2000 27 00-22 Review Agency UNISY S Sub Administrator N/A DIT
Accounts

2000 27 00-23 Limit Data Center Access N/A DIT

1999 33 99-24

1998 29 98-24

2000 28 00-24 Require Vendor Notification of Employee N/A DIT

1999 34 99-25 Termination

1998 30 98-25

2000 29 00-25 Maintain Proper Controlsfor Local Area N/A DIT
Network Security Access

Department of Mental Health Mental Retardation and Substance Abuse Services

2000 18 00-12 Comply with COV ITRM Standard 2000-01.1 N/A DMHMRSAS

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

See Audit Control No. 01-14.

See Audit Control No. 01-15.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.
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Department of Social Services

2000 9 00-1 Improve Financial Reporting to the Department N/A DSS - Corrective action implemented.
of Accounts

2000 10 00-2 Improve Internal Controls over Oracle N/A DSS - See Audit Control No. 01-8.
Databases

2000 13 00-6 Improve Documentation for System N/A DSS - See Audit Control No. 01-3.
Modifications

Department of Alcoholic Beverage Control

2000 15 00-9  Strengthen Operation System Security N/A ABC - Corrective action implemented.
2000 21 00-17 Strengthen Project Management for Replace- N/A ABC - Corrective action implemented.
1999 24 99-15  ment of the Product Distribution System

University of Virginia Medical Center

2000 11 00-3  Strengthen Controls Over Timely Deletion N/A UVAMC - Corrective action implemented.
of Systems Access

2000 13 00-7 Develop Formal Change Control Procedures N/A UVAMC - See Audit Control No. 01-4.
over Peoplesoft and Oracle Applications

2000 18 00-13  Strengthen Security over Critical N/A UVAMC - See Audit Control No. 01-11.
1999 15 99-7  Information Systems and Network

1998 12 98-6

1997 15 97-6

Virginia Commonwealth University

2000 19 00-14 Enhance Information Security Program N/A VCU - Corrective action implemented.

Virginia Employment Commission

2000 11 00-4  Eliminate |nappropriate Access to Automated N/A VEC - Corrective action implemented.
Systems' Production Data Files

2000 20 00-15 Update Business Impact Analysis and Risk N/A VEC - See Audit Control No. 01-13.
Assessment

Virginia Polytechnic Institute and State University

2000 20 00-16 Strengthen Security Over the VTAIX Server N/A VPISU - Corrective action implemented.
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EEDERAL AWARDS FINDINGS AND QUESTIONED COSTS

U.S. Department of Agriculture

2000 30 00-26 Strengthen Controls Over Redeemed WIC 10.557 VDH -
Checks to Detect and Prevent Fraud

2000 32 00-27 Conduct On-Site Visits to Ensure Compliance 10.557 VDH -
with WIC Federa Regulations

2000 34 00-28 Strengthen Controls over Un-issued WIC 10.557 VDH -
Checks

2000 36 00-29 Strengthen WIC Information Security N/A VDH -

1999 36 99-27 N/A

U.S. Department of Education

2000 41 00-34 Comply with Federal Regulations for Exit Financia VCCS -
Counseling Aid Cluster

2000 41 00-35 Redeposit Student Financial Aid Refunds Financia VCCS -
Promptly Aid Cluster

U. S. Department of Defense

2000 37 00-30 Strengthen Controls over CARS and ACF2 N/A DMA -
Access

U. S. Department of Labor

2000 39 00-31 Eliminate Inappropriate Access to Automated N/A VEC -
Systems' Production Data Files

2000 39 00-32 Update Business Impact Analysis and Risk N/A VEC -
Assessment

U.S. Department of Health and Human Services

2000 50 00-48 Improve Oversight of the Medicaid Eligibility Medicaid DMAS -
Quality Control Pilot Cluster

2000 51 00-49 Perform Immunization Site Visit Monitoring 93.268 VDH -
in Compliance with Federal Regulations

2000 53 00-50 Ensure Complete Immunization 93.268 VDH -

Documentation on Patient Records

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

See Audit Control No. 01-24.

Corrective action implemented.

Corrective action implemented.

See Audit Control No. 01-20.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.
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2000 54 00-51 Investigate Medicaid Eligibility Quality Medicaid DMAS - Corrective action implemented;

1999 45 99-43  Control Error Cases Cluster $ 43,000 questioned costs remain unresolved.

2000 55 00-52 Develop Independent Peer Review Monitoring 93.959 DMHMRSAS - See Audit Control No. 01-32.

2000 56 00-53 Improve Use of Income Eligibility Verification 93.558 DSS - See Audit Control No. 01-31.

1999 47 99-46  System

2000 57 00-54 Prevent Convicted Recipients from Receiving Medicaid DMAS - See Audit Control No. 01-33.
Medicaid Benefits Cluster

2000 58 00-55 Improve Tracking of Provider Review Medicaid DMAS - Corrective action implemented.
Investigations Cluster

2000 58 00-56 Improve Controls over the Medicaid Medicaid DMAS - Corrective action implemented.
Eligibility Determination Process Cluster DSS - See Audit Control No. 01-34.

2000 60 00-57 Improve Controls over the Cost Allocation All Programs DSS - Corrective action implemented
Process

1999 44 99-42 Complete Timely Investigations of Medicaid DMAS  $4.3-5.4 million Corrective action implemented;

47 99-45  Recipient Fraud Cluster guestioned costs remain unresolved.

U.S. Department of Health and Human Services - Findings Effecting Multiple Federal Departments

2000
1999
1998

2000

2000

2000

2000

2000

2000

2000
1999
1998
2000

2000

40
38
39

42

43

47

48

48

48

48
42
48
48

48

00-33
99-31
98-36

00-36

00-37

00-38

00-39

00-41

00-42
99-39
98-57
00-43

00-44

Properly Charge Payroll to Federal Programs

Manage Contracts and Update Procurement
Policies and Procedures

Improve Internal Controls over Payroll

Improve Internal Controls over Oracle
Databases

Strengthen Controls over Systems
Modification Requests

Improve Documentation for Systems
Modifications

Comply with the Commonwealth of Virginia
Information Technology Resource

Management (ITRM) Standard 2000-01.1

Complete Information Security Program

Comply with COV ITRM Standard 2000-01.1

Enhance Information Security Program

All Programs

All Programs

All Programs

N/A

N/A

N/A

N/A

N/A

N/A

N/A

DSS

VDH

DSS

DSS

DOA

DSS

DOA

VDH

DMHMRSAS

VCU

See Audit Control No. 01-27.

See Audit Control No. 01-37.

See Audit Control No. 01-39.

See Audit Control No. 01-43.

Corrective action implemented.

See Audit Control No. 01-40.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.

Corrective action implemented.




COMMONWEALTH OF VIRGINIA
Comments on Resolution of Prior Year Audit Findings
For the Y ear Ended June 30, 2001

Fiscad Page Finding CFDA State Questioned
Year Number Number Title of Finding Number Agency Costs Current Status
2000 49 00-45 Strengthen Security Over the VTAIX Server N/A VPISU - Corrective action implemented.
2000 49 00-46 Complete an IT Strategic Plan and a Comp- N/A VDH - Corrective action implemented.
rehensive Annual Work Plan for the Office
of Information Management
2000 49 00-47 Develop aProject Plan Using a Redlistic and N/A VDH - See Audit Control No. 01-45.
1999 42 99-40 Reliable Funding Scheme
1998 48 98-57




Auditor of Public Accounts
P.O.Box 1295
Walter J. Kucharski, Auditor Richmond, Virginia 23218

INDEPENDENT AUDITOR'S REPORT ON THE

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

We have audited the genera purpose financia statements of the Commonwedlth of Virginia as of and
for the year ended June 30, 2001, and have issued our report thereon dated December 12, 2001. These
genera purpose financia statements are the responsibility of the Commonwealth’'s management. Our
responsibility is to express an opinion on these general purpose financia statements based on our audit. We
did not audit federal assistance programs for the agencies and component units discussed in Note 1 of the
“Notes to the Schedule of Expenditures of Federal Awards.”

We conducted our audit in accordance with auditing standards generally accepted in the United States
of America; the standards applicable to financia audits contained in Government Auditing Standards, issued
by the Comptroller General of the United States; and Office of Management and Budget (OMB) Circular A-
133, Audits of States, Loca Governments, and Non-Profit Organizations. Those standards and OMB Circular
A-133 require that we plan and perform the audit to obtain reasonable assurance about whether the general
purpose financial statements are free of material misstatement. An audit includes examining, on atest bas's,
evidence supporting the amounts and disclosures in the general purpose financia statements. An audit also
includes assessing the accounting principles used and significant estimates made by management, as well as
evaluating the overal financial statement presentation. We believe that our audit provides a reasonable basis
for our opinion.

Our audit was performed for the purpose of forming an opinion on the genera purpose financia
statements taken as awhole. The accompanying “Schedule of Expenditures of Federal Awards’ is presented
for the purpose of additional analysis, as required by OMB Circular A-133, and is not a required part of the
genera purpose financia statements. Such information has been subjected to the auditing procedures applied
in the audit of the general purpose financial statements and, in our opinion, is fairly stated, in al materia
respects, in relation to the general purpose financia statements taken as awhole.

This report is intended solely for the information and use of the Governor and Generd Assembly of
Virginia, management, federa awarding agencies, and pass-through entities, and is not intended to be and
should not be used by anyone other than these specified parties. However, this report is a matter of public
record and its distribution is not limited.

AUDITOR OF PUBLIC ACCOUNTS
December 12, 2001
JHT:whb



COMMONWEALTH OF VIRGINIA
Schedule of Expenditures of Federal Awards
For the Year Ended June 30, 2001

Federal CFDA Pass-Through
Department/Program Number Direct Indirect Entity Name
U.S. AGENCY FOR INTERNATIONAL DEVELOPMENT
Other Assistance: 02.000
Community Based Primary Health Care $ 118,274 American International Health
Alliance
USAID Pesticides (4,765)
Vernonialn Eritrea 1,743
Vernonia Production 2,589
Other 7,385
Other 508,122 South East Consortium for
International Development
Total Excluding Cluster Identified Below 6,952 626,396
Research and Development Cluster:
Other Assistance: 02.000
Kazakhstan Initial Partnership Research 65,818 American International Health
Alliance
Other 2,630,377
Other 79,737 Association Liaison Office
Cooperation in Development
Other 71,368 Contraceptive Research
and Development Program
Other 43,801 Michigan State University
Other 170,847 University of Georgia
Total Research and Development Cluster 2,630,377 431,571
Total U.S. Agency for International Devel opment 2,637,329 1,057,967
U.S. DEPARTMENT OF AGRICULTURE
Agricultural Research - Basic and Applied Research 10.001 47,585
Plant and Animal Disease, Pest Control, and Animal Care 10.025 106,213
Forestry Incentives Program 10.064 42,500
Wetlands Reserve Program 10.072 70,040
Market Protection and Promotion 10.163 19,365
Transportation Services 10.167 23,477
Grants for Agricultural Research, Special Research Grants 10.200 312,507
Grants for Agricultural Research, Special Research Grants 10.200 2,000 University of Florida
Food and Agricultural Sciences Nationa Needs Graduate
Fellowship Grants 10.210 58,694
Food and Agricultural Sciences Nationa Needs Graduate
Fellowship Grants 10.210 9,719 University of Florida
Higher Education Challenge Grants 10.217 182,310
Higher Education Multicultural Scholars Program 10.220 44,944
Cooperative Agreements with States for Intrastate
Meat and Poultry Inspection 10.475 1,487,042
Cooperative Extension Service 10.500 11,987,294
Cooperative Extension Service 10.500 136,564 Auburn University
Cooperative Extension Service 10.500 7,310 North Carolina State University
Cooperative Extension Service 10.500 (149) Purdue University
Cooperative Extension Service 10.500 18,784 Texas A&M University
Cooperative Extension Service 10.500 113,824 University of Arizona
Cooperative Extension Service 10.500 1,120 University of Missouri
Food Donation 10.550 439,950
Special Supplemental Nutrition Program for Women,
Infants, and Children 10.557 75,093,255
Child and Adult Care Food Program 10.558 19,451
State Administrative Expenses for Child Nutrition 10.560 1,534,326
Nutrition Program for the Elderly (Commodities) 10.570 2,047,593
Cooperative Forestry Assistance 10.664 3,251,796
Rural Business Enterprise Grants 10.769 2,474
Rural Cooperative Development Grants 10.771 29,814
Distance Learning and Telemedicine Loans and Grants 10.855 96,152
Resource Conservation and Development 10.901 484
Resource Conservation and Development 10.901 1,990 Black Diamond Resource Center
Wildlife Habitat Incentive Program 10.914 120,668
Technical Agricultural Assistance 10.960 16,585
Other Assistance: 10.000
Agriculture Marketing Service 3,934
National Agriculture Statistics Service 1,435

Rural Entrepreneurship Institute

88,151 Hampton University



COMMONWEALTH OF VIRGINIA
Schedule of Expenditures of Federal Awards
For the Year Ended June 30, 2001

Federal CFDA Pass-Through
Department/Program Number Direct Indirect Entity Name
Other 570,164
Other 5,800 University of Minnesota Twin
Cities
Total Excluding Clusters |dentified Below 97,610,052 385,113
Food Stamp Cluster:
Food Stamps 10.551 262,942,699
State Administrative Matching Grants for Food Stamp Program 10.561 61,985,659
Total Food Stamp Cluster 324,928,358
Child Nutrition Cluster:
School Breakfast Program 10.553 26,817,915
National School Lunch Program 10.555 125,035,998
Specia Milk Program for Children 10.556 60,636
Summer Food Service Program for Children 10.559 88,818
Total Child Nutrition Cluster 152,003,367
Emergency Food Assistance Cluster:
Emergency Food Assistance Program (Administrative Costs) 10.568 862,488
Emergency Food Assistance Program (Food Commodities) 10.569 3,957,596
Total Emergency Food Assistance Cluster 4,820,084
Schools and Roads Cluster:
Schools and Roads - Grants to States 10.665 532,495
Research and Development Cluster:
Agricultural Research - Basic and Applied Research 10.001 1,135,554
Plant and Animal Disease, Pest Control, and Animal Care 10.025 (1,570)
Wildlife Services 10.028 58,937
Grants for Agricultural Research, Special Research Grants 10.200 641,354
Grants for Agricultural Research, Special Research Grants 10.200 14,392 Cornell University
Grants for Agricultural Research, Special Research Grants 10.200 3,595 Joseph W. Jones Ecological
Research
Grants for Agricultural Research, Special Research Grants 10.200 21,200 Oregon State University
Grants for Agricultural Research, Special Research Grants 10.200 14,571 Southern Illinois University
Grants for Agricultural Research, Special Research Grants 10.200 6,050 University of Arkansas
Fayetteville
Grants for Agricultural Research, Special Research Grants 10.200 9,853 University of Florida
Grants for Agricultural Research, Special Research Grants 10.200 9,127 University of Maine
Cooperative Forestry Research 10.202 568,882
Paymentsto Agricultural Experiment Stations Under the Hatch Act 10.203 3,101,419
Paymentsto 1890 Land - Grant Colleges and Tuskegee University 10.205 2,531,028
Grants for Agricultural Research - Competitive Research Grants 10.206 1,590,260
Grants for Agricultural Research - Competitive Research Grants 10.206 83 University of Florida
Animal Health and Disease Research 10.207 99,645
Animal Health and Disease Research 10.207 56,201 University of Tennessee
Food and Agricultural Sciences National Needs Graduate
Fellowship Grants 10.210 11,589
Sustainable Agriculture Research and Education 10.215 13,698 University of Georgia
1890 Institution Capacity Building Grants 10.216 630,412
Higher Education Challenge Grants 10.217 5,919
Biotechnology Risk Assessment Research 10.219 18,665
Fund for Rural America - Research, Education,
and Extension Activities 10.224 251,208
Agricultural and Rural Economic Research 10.250 5,737
Agricultural and Rural Economic Research 10.250 14,785 Mississippi State University
Integrated Programs 10.303 25,212
Outreach and Assistance for Socially Disadvantaged
Farmers and Ranchers 10.443 310,220
Cooperative Extension Service 10.500 9,254
Cooperative Extension Service 10.500 7,086 North Carolina State University
Cooperative Extension Service 10.500 3,797 University of Tennessee
Nutrition Education and Training Program 10.564 31,397
Forestry Research 10.652 1,164,793
Cooperative Forestry Assistance 10.664 554,442
Cooperative Forestry Assistance 10.664 9,479 Mississippi State University
Cooperative Forestry Assistance 10.664 970 Top of the Ozarks Resource
Conservation and
Development Inc.
Soil and Water Conservation 10.902 247,416
Soil Survey 10.903 4,181
Wildlife Habitat Incentive Program 10.914 45,239
Technical Agricultural Assistance 10.960 (4,741)
Scientific Cooperation and Research 10.961 149,213



COMMONWEALTH OF VIRGINIA
Schedule of Expenditures of Federal Awards
For the Year Ended June 30, 2001

Federal CFDA Pass-Through
Department/Program Number Direct Indirect Entity Name
Scientific Cooperation and Research 10.961 15,490 Tuskegee University
Other Assistance 10.000 176,408
Other Assistance 10.000 30,803 Tennessee Wildlife Resources
Agency
Total Research and Development Cluster 13,362,073 231,180
Total U.S. Department of Agriculture 593,256,429 616,293

U.S. DEPARTMENT OF COMMERCE

Export Promotion - Market Development Cooperator 11112 10,000
Economic Development - Technical Assistance 11.303 110,336
Sea Grant Support 11.417 196,194
Coastal Zone Management Administration Awards 11.419 1,725,569
Integrated Flood Observing and Warning System (IFLOWS) 11.450 44,048
Chesapeake Bay Studies 11.457 31,805
Habitat Conservation 11.463 30,000
Atlantic Coastal Fisheries Cooperative Management Act 11.474 216,161
Public Telecommunications Facilities - Planning and Construction 11.550 48,809
Technology Opportunities 11.552 458,795
Measurement and Engineering Research and Standards 11.609 1,009,541
Manufacturing Extension Partnership 11.611 265,471
Other Assistance 11.000 36,193

Total Excluding Clusters Identified Below 4,182,922

Public Works and Economic Development Cluster:

Economic Adjustment Assistance 11.307 13,837,296

Economic Adjustment Assistance 11.307 19,390 Cumberland Plateau Planning
District

Total Public Works and Economic Development Cluster 13,837,296 19,390
Research and Development Cluster:

ITA Specia Projects 11.113 19,928 Auburn University

Anadromous Fish Conservation Act Program 11.405 98,876

Interjurisdictional Fisheries Act of 1986 11.407 150,949

Sea Grant Support 11.417 2,208,083

Sea Grant Support 11.417 54,945 Marine Biologica Lab

Sea Grant Support 11.417 5,000 Maryland Center of
Environmental Studies

Sea Grant Support 11.417 16,855 New Jersey Sea Grant

Coastal Zone Management Administration Awards 11.419 658,124

Coastal Zone Management Administration Awards 11.419 3,225 Maryland Department of
Natural Resources

Coastal Zone Management Estuarine Research Reserves 11.420 736,816

Coastal Zone Management Estuarine Research Reserves 11.420 62,351 University of Maryland
Biotechnology Ins.

Coastal Zone Management Estuarine Research Reserves 11.420 63,413 University of New Hampshire

Fisheries Development and Utilization Research and

Development Grants and Cooperative Agreements Program 11.427 251,988

Undersea Research 11.430 23,559

Undersea Research 11.430 4,343 State of North Carolina

Climate and Atmospheric Research 11.431 363,671

Office of Oceanic and Atmospheric Research (OAR)

Joint and Cooperative Institutes 11.432 7,350 University of Hawali

Research in Remote Sensing of the Earth and Environment 11.440 8,744

Unallied Management Projects 11.454 174,259

Chesapeake Bay Studies 11.457 218,980

Chesapeake Bay Studies 11.457 5,531 Maryland Department of
Natural Resources

Climate and Air Quality Research 11.459 3,903 University of Delaware

Meteorologic and Hydrologic Modernization Devel opment 11.467 96,907

Office of Administration Special Programs 11.470 16 University Corporation for
Atmospheric Research

Unallied Science Program 11.472 51,386

Unallied Science Program 11.472 49,164 South Carolina Department of
Natural Resources

Public Telecommunications Facilities - Planning and Construction 11.550 22,163

Public Telecommunications Facilities - Planning and Construction 11.550 27,135 Blacksburg Electronic Village

Measurement and Engineering Research and Standards 11.609 322,791 Inc.

Other Assistance 11.000 219,035

Other Assistance 898 Nanosonic Inc.

Total Research and Development Cluster 5,606,331 324,057

Total U.S. Department of Commerce 23,626,549 343,447




COMMONWEALTH OF VIRGINIA
Schedule of Expenditures of Federal Awards
For the Year Ended June 30, 2001

Federal CFDA Pass-Through
Department/Program Number Direct Indirect Entity Name
U.S. DEPARTMENT OF DEFENSE
Procurement Technical Assistance For Business Firms 12.002 147,233
Paymentsto Statesin Lieu of Real Estate Taxes 12.112 28,209
State Memorandum of Agreement Program for the
Reimbursement of Technical Services 12.113 539,444
Basic and Applied Scientific Research 12.300 52,362
Military Construction, National Guard 12.400 1,909,182
National Guard Military Operations and Maintenance (O& M) Projects 12.401 17,915,393
Basic Scientific Research 12431 118,739
International Education - U.S. Colleges and Universities 12.550 7,775
Mathematical Sciences Grants Program 12.901 43,452
Research and Technology Development 12,910 157,500
Defense Technology Conversion, Reinvestment,
and Transition Assistance 12911 75,943
Defense Technology Conversion, Reinvestment,
and Transition Assistance 12,911 11,100 Focused Management Inc.
Other Assistance: 12.000
Community Global Project 31,117
Global Coverage Economic 7,130
IT Corporation 14,238
Labor Support for Conversion 6,425
Military Leadership Profile 45,530
MITSS 1,205
NATO Internship 11,250
Navy Exchange Service Command 9,025
NAVY Toxicology Project 1999 504
Pac Mentor Protege Project (153) Lockheed Martin
SACLANT Symposium 26,826
Submarine Air Health Assessment Program 2,990 GEO-Centers, Inc.
Troops That Teach 205,000
Troops to Teachers 15,870
U. S. Department of the Army 116,495
Other 1,190,268
Other 1,500 Star Mountain
Total Excluding Cluster Identified Below 22,676,115 15,437
Research and Development Cluster:
Aquatic Plant Control 12.100 19,427
Protection of Essential Highways, Highway Bridge Approaches,
and Public Works 12.105 6,454
Flood Control Projects 12.106 68,022
Flood Control Projects 12.106 7,837 Southern Sierra Research Station
Navigation Projects 12.107 68,785
Collaborative Research and Devel opment 12.114 124,064
Collaborative Research and Devel opment 12,114 54,322 David Miller & Associates
Collaborative Research and Devel opment 12.114 23,412 LUNA Innovations
Basic and Applied Scientific Research 12.300 11,367,296
Basic and Applied Scientific Research 12.300 65,661 Analysis& Technology Inc.
Basic and Applied Scientific Research 12.300 461,996 Cambridge Hydrodynamics Inc.
Basic and Applied Scientific Research 12.300 231,857 Carnegie-Méellon University
Basic and Applied Scientific Research 12.300 10,720 CH2M HILL Inc.
Basic and Applied Scientific Research 12.300 37,852 Concurrent Technologies
Corporation
Basic and Applied Scientific Research 12.300 16,247 Design Interactive Inc.
Basic and Applied Scientific Research 12.300 18,597 Intergraph Corporation
Basic and Applied Scientific Research 12.300 12,766 John J. McMullen Associates Inc.
Basic and Applied Scientific Research 12.300 596 Law Engineering &
Environmental ServicesInc.
Basic and Applied Scientific Research 12.300 47,098 Lunalnnovations Inc.
Basic and Applied Scientific Research 12.300 56,415 Marasco Newton Group, Ltd.
Basic and Applied Scientific Research 12.300 (96) MATSY S Inc.
Basic and Applied Scientific Research 12.300 50,000 Pennsylvania State University
Basic and Applied Scientific Research 12.300 166,034 Princeton University
Basic and Applied Scientific Research 12.300 194,131 University of Colorado
Basic and Applied Scientific Research 12.300 23,000 Y ankee Environmental
Systems|Inc.
Military Construction, National Guard 12.400 27,018
Military Medical Research and Devel opment 12.420 2,811,702
Military Medical Research and Devel opment 12.420 22,495 John Hopkins University
Military Medical Research and Devel opment 12.420 19,201 Uniformed Ser. Univ. of Health
Sciences
Basic Scientific Research 12431 2,628,433
Basic Scientific Research 12431 142,792 Adaptive Technologies Inc.
Basic Scientific Research 12431 6,253 General Electric Corporate

Research



COMMONWEALTH OF VIRGINIA
Schedule of Expenditures of Federal Awards
For the Year Ended June 30, 2001

Federal CFDA Pass-Through
Department/Program Number Direct Indirect Entity Name
Basic Scientific Research 12431 114,595 Genera Motors Corporation
Basic Scientific Research 12.431 132,167 Grumman Corporation
Basic Scientific Research 12431 16,070 LUNA Innovations
Basic Scientific Research 12.431 26,187 Lunalnnovations Inc.
Basic Scientific Research 12.431 41,607 Pennsylavnia State University
Basic Scientific Research 12,431 4,510 Science Applications
International
Basic Scientific Research 12.431 72,096 State of Florida
Basic Scientific Research 12.431 103,691 University of Maryland
Basic Scientific Research 12,431 49,944 University of Michigan - Ann
Arbor
Basic, Applied, and Advanced Research in Science and Engineering 12.630 870,850
Basic, Applied, and Advanced Research in Science and Engineering 12.630 155,350 BAE Systems Information &
Electronic Warfare Systems
Basic, Applied, and Advanced Research in Science and Engineering 12.630 3,104 EikosLLC
Basic, Applied, and Advanced Research in Science and Engineering 12.630 50,540 Lambda Instruments Inc.
Basic, Applied, and Advanced Research in Science and Engineering 12.630 6,769 Nanosonic Inc.
Basic, Applied, and Advanced Research in Science and Engineering 12.630 21,989 Syndetix Inc.
Integrated Helicopter Design Tools 12.640 3,219
Integrated Helicopter Design Tools 12.640 71,708 University of Illinois
Integrated Helicopter Design Tools 12.640 250,205 Veridian Pacific-Sierra Research
Corporation
Air Force Defense Research Sciences Program 12.800 2,485,468
Air Force Defense Research Sciences Program 12.800 10,099 AeroSoft Inc.
Air Force Defense Research Sciences Program 12.800 87,164 Boeing
Air Force Defense Research Sciences Program 12.800 78,984 CENTRA Technology Inc.
Air Force Defense Research Sciences Program 12.800 11,479 ERCInc.
Air Force Defense Research Sciences Program 12.800 3,494 Hy-Tech Research Corporation
Air Force Defense Research Sciences Program 12.800 6,078 Johns Hopkins University
Air Force Defense Research Sciences Program 12.800 131,627 Lunalnnovations Inc.
Air Force Defense Research Sciences Program 12.800 124,575 Nanosonic Inc.
Air Force Defense Research Sciences Program 12.800 (44,608) Phoenix Solutions Co
Air Force Defense Research Sciences Program 12.800 8,625 Se Ctr. For Electrica Eng. Ed.
Air Force Defense Research Sciences Program 12.800 94,064 Spartalnc.
Air Force Defense Research Sciences Program 12.800 84,866 Syndetix Inc.
Air Force Defense Research Sciences Program 12.800 27,683 Universities Space Research
Association
Air Force Defense Research Sciences Program 12.800 43,899 University of Dayton
Air Force Defense Research Sciences Program 12.800 60,029 University of Dayton
Air Force Defense Research Sciences Program 12.800 276,356 University of Southern
California
Air Force Defense Research Sciences Program 12.800 51,369 Yale University
Mathematical Sciences Grants Program 12.901 11,908
Research and Technology Development 12.910 2,924,851
Research and Technology Development 12.910 94,169 Cambridge Hydrodynamics
Research and Technology Development 12.910 337,206 Harvard University
Research and Technology Development 12.910 101,158 HRL LaboratoriesLLC
Research and Technology Development 12.910 16,897 Nanosonic Inc.
Research and Technology Development 12.910 321,349 Raytheon Systems Company
Research and Technology Development 12.910 24,744 University of Delaware
Research and Technology Development 12.910 141,083 Xilinx Inc.
Defense Technology Conversion, Reinvestment,
and Transition Assistance 12,911 1,055 BAE Systems Information &
Electronic Warfare Systems
Other Assistance: 12.000
Analysis and Inspection of Asbestos Material 73,796
Enzyme-Catalyzed Polymerization Research 81,183 Max Power, Inc.
Modeling of Aluminum Nano-Powders 29,984 Conducing Materials
Corporation
Quantum Design of High Energetic Materials Phase I 35,903 Conducing Materias
Corporation
Virtual Colonscopy Study 2,329 Ingrid Ingram - Clinical
Innovation Group
Visualization, Modeling & Simulation Instrumentation 156,068
Workshop on Wide Bandgap Nitrides 289
Other 7,668,905
Other 22,984 ADOPTECH Inc.
Other 7,259 AeroSoft Inc.
Other 425 Alliant Techsystems Inc.
Other (2,167) American Systems Engineering
Corporation
Other 30,356 Analysis& Technology Inc.
Other 45,103 Battelle
Other 27,590 Bekey DesignsInc.
Other 24,400 DCS Corporation
Other 94,932 Globa Technical Systems
Other 77,408 Kopin Corporation



COMMONWEALTH OF VIRGINIA
Schedule of Expenditures of Federal Awards
For the Year Ended June 30, 2001

Federal CFDA Pass-Through
Department/Program Number Direct Indirect Entity Name
Other 709 Law Engineering &
Environmenta Services Inc.
Other 115,222 LunalnnovationsInc.
Other 13,331 McDermott Technology Inc.
Other 831 Nanosonic Inc.
Other 8,509 Old Dominion Research
Foundation
Other 528 Prime Photonics Inc.
Other 18,303 Stress Technology Inc.
Other 27,041 Technology in Blacksburg Inc.
Other 31,243 Universities Space Research
Association
Other 54,073 UTD Inc.
Total Research and Development Cluster 31,316,555 5,630,641
Total U.S. Department of Defense 53,992,670 5,646,078
U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT
Community Development Block Grants/State's Program 14.228 20,635,882
Emergency Shelter Grants Program 14.231 1,273,898
Supportive Housing Program 14.235 490,332
Historically Black Colleges and Universities Program 14.237 325,593
Shelter Plus Care 14.238 102,500
HOME Investment Partnerships Program 14.239 9,929,762
Housing Opportunities for Persons with AIDS 14.241 324,397
Housing Opportunities for Personswith AIDS 14.241 16,113 City of Richmond
Fair Housing Assistance Program - State and Local 14.401 245,277
Community Outreach Partnership Center Program 14,511 87,412
Community Development Work-Study Program 14,512 50,979
Public Housing - Tenant Opportunities Program 14.853 34,885 City of Danville Housing
Authority
Economic Development and Supportive Services Program 14.864 73,792 City of Danville Housing
Authority
Lead-Based Paint Hazard Control in Privately-Owned Housing 14.900 729,379
Lead-Based Paint Hazard Contral in Privately-Owned Housing 14.900 26,010 City of Richmond
Other Assistance: 14.000
HBCU 2001 Urban Revitalization 36,349
HBCU Project 283,716
HUD Aware/ Brambleton Redesign 11,910
NSU Center for Crime Prevention (7,612)
Spartan Academy 8,378 City of Norfolk
Total Excluding Clusters Identified Below 34,519,774 159,178
CDBG - Entitlement and (HUD-Administered) Small Cities Cluster:
Community Development Block Grants/Entitlement Grants 14.218 11,315 City of Charlottesville
Research and Development Cluster:
Manufactured Home Construction and Safety Standards 14171 238,987
Community Development Block Grants/Economic
Development Initiative 14.246 479,239
General Research and Technology Activity 14.506 7,575
Community Outreach Partnership Center Program 14,511 42,138
Other Assistance: 14.000
Development of Sub-City Urban Indicators in China and Guatemala 29,128 University Consortium for
Geographic Information
Science
Other 7,060 University of New Orleans
Total Research and Development Cluster 767,939 36,188
Total U.S. Department of Housing and Urban Development 35,287,713 206,681
U.S. DEPARTMENT OF THE INTERIOR
Regulation of Surface Coal Mining and Surface Effects of
Underground Coal Mining 15.250 3,311,605
Abandoned Mine Land Reclamation (AMLR) Program 15.252 5,290,410
Endangered Species Conservation 15.612 7,127
Coastal Wetlands Planning, Protection and Restoration Act 15.614 1,061,732
Cooperative Endangered Species Conservation Fund 15.615 45,286
Clean Vessel Act 15.616 328,076
Historic Preservation Fund Grants-In-Aid 15.904 746,289
National Natural Landmarks Program 15.910 428
Outdoor Recreation - Acquisition, Development and Planning 15.916 111,459



COMMONWEALTH OF VIRGINIA
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Federal CFDA Pass-Through
Department/Program Number Direct Indirect Entity Name
Rivers, Trails and Conservation Assistance 15.921 (84)
National Maritime Heritage Grants 15.925 9
Other Assistance: 15.000
Hanover Cottage Renovations 52,910
IPA-Bureau of Lang Management 87,481
Land and Water Conservation fund-American Battlefield Acquisition 3,028,000
Other 1,674
Total Excluding Clusters Identified Below 14,072,402
Fish and Wildlife Cluster:
Sport Fish Restoration 15.605 3,868,046
Wildlife Restoration 15.611 3,604,843
Total Fish and Wildlife Cluster 7,472,889
Research and Development Cluster:
Regulation of Surface Coal Mining and Surface Effects of
Underground Coal Mining 15.250 14,121
Water Reclamation and Reuse Program 15.504 40,588
Water Reclamation and Reuse Program 15.504 15,140 URS Corporation
Fish and Wildlife Management Assistance 15.608 78,723
Wildlife Conservation and Appreciation 15.617 40,632
Wildlife Conservation and Appreciation 15.617 4,789 Universidad Autonomade
Chihuahua
North American Wetlands Conservation Fund 15.623 1,265
Assistance to State Water Resources Research Institutes 15.805 182,857
Assistance to State Water Resources Research Institutes 15.805 10,000 University of Kentucky
Earthquake Hazards Reduction Program 15.807 44,116
U.S. Geologica Survey - Research and Data Acquisition 15.808 1,677,867
National Cooperative Geologic Mapping Program 15.810 1
Historic Preservation Fund Grants-In-Aid 15.904 20,021
National Historic Landmark 15.912 38,720
Technical Preservation Services 15.915 373,913
Technical Preservation Services 15.915 128 FloridaInternational University
Outdoor Recreation - Acquisition, Development and Planning 15.916 216,147
Rivers, Trails and Conservation Assistance 15.921 289,398
National Center for Preservation Technology and Training 15.923 1,791
Other Assistance: 15.000
Fish and Wildlife Services 3,000
Other 317,157
Total Research and Development Cluster 3,340,317 30,057
Total U.S. Department of the Interior 24,885,608 30,057
U.S. DEPARTMENT OF JUSTICE
Equal Employment Opportunity 16.101 721
Law Enforcement Assistance - FBI Advanced Police Training 16.300 141
Juvenile Accountability Incentive Block Grants 16.523 4,756,672
Juvenile Accountability Incentive Block Grants 16.523 6,756 County of Henrico
Juvenile Justice and Delinquency Prevention - Allocation to States 16.540 2,098,143
Juvenile Justice and Delinquency Prevention - Special Emphasis 16.541 28,748
Gang-Free Schools and Communities - Community-Based
Gang Intervention 16.544 95,985
Victims of Child Abuse 16.547 18,721 VirginiaCASA Association
Part E - State Challenge Activities 16.549 213,998
National Criminal History Improvement Program (NCHIP) 16.554 1,182,376
National Institute of Justice Research, Evaluation, and
Development Project Grants 16.560 4,517
Crime Laboratory Improvement - Combined Offender DNA Index
System Backlog Reduction 16.564 1,109,400
Crime Victim Assistance 16.575 9,101,153
Crime Victim Compensation 16.576 1,348,009
Byrne Formula Grant Program 16.579 9,428,914
Edward Byrne Memorial State and Local Law Enforcement
Assistance Discretionary Grants Program 16.580 264,690
Drug Court Discretionary Grant Program 16.585 9,867
Violent Offender Incarceration and Truth in Sentencing
Incentive Grants 16.586 1,847,425
Violence Against Women Formula Grants 16.588 3,245,180
Rural Domestic Violence and Child Victimization Enforcement
Grant Program 16.589 189,815
Grants to Encourage Arrest Policies and Enforcement of
Protection Orders 16.590 176,285
Local Law Enforcement Block Grants Program 16.592 776,011
Residential Substance Abuse Treatment for State Prisoners 16.593 1,140,156
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Federal CFDA Pass-Through
Department/Program Number Direct Indirect Entity Name
Executive Office for Weed and Seed 16.595 4,052 City of Charlottesville
State Identification Systems Grant Program 16.598 57,155
Planning, Implementing, and Enhancing Strategies in Community
Prosecution 16.609 8,442
Public Safety Partnership and Community Policing Grants 16.710 323,568
Troops to COPS 16.711 18,635
Police Corps 16.712 133
Enforcing Underage Drinking Laws Program 16.727 441,658
Drug-Free Communities Support Program Grants 16.729 4,429 Staunton/Augusta County
CADRE
Other Assistance: 16.000
Beaumont Juvenile Corr Center Kitchen & Dining Hall 52,898
Cops Universal Hiring Program 41,564
C.O.P.SInternational Hiring Program 16,801
Ukrainian Study 47,336
Total Excluding Cluster Identified Below 38,026,396 33,958
Research and Development Cluster:
Law Enforcement Assistance - Narcotics and Dangerous
Drugs - Laboratory Analysis 16.001 74,719
Law Enforcement Assistance - FBI Crime Laboratory Support 16.301 4,150
Law Enforcement Assistance - National Crime Information 16.304 1,091
Combined DNA Index System 16.307 (14,460)
Juvenile Accountability Incentive Block Grants 16.523 21,597
Juvenile Justice and Delinquency Prevention - Special Emphasis 16.541 186,003
National Institute of Justice Research, Evaluation, and
Development Project Grants 16.560 256,171
National Institute of Justice Research, Evaluation, and
Development Project Grants 16.560 25,386 Sam Houston State University
Byrne Formula Grant Program 16.579 167,521
Violence Against Women Formula Grants 16.588 45,242
Other Assistance: 16.000
Barrett Juvenile Correctional Center Study 47,095
Other 220,351
Total Research and Development Cluster 1,009,480 25,386
Total U.S. Department of Justice 39,035,876 59,344
U.S. DEPARTMENT OF LABOR
Labor Force Statistics 17.002 1,653,700
Compensation and Working Conditions 17.005 117,845
Certification of Foreign Workers for Temporary Agricultural Employment 17.202 288,934
Labor Certification for Alien Workers 17.203 978,578
Unemployment Insurance 17.225 292,404,082
Senior Community Service Employment Program 17.235 3,005,783
Trade Adjustment Assistance - Workers 17.245 15,114,634
Employment Services and Job Training Pilots -
Demonstrations and Research 17.249 9,830,019
Employment Services and Job Training Pilots -
Demonstrations and Research 17.249 9,575 United Cerebra Palsy
Employment Services and Job Training Pilots -
Demonstrations and Research 17.249 151,744 Virginia Business Education
Partner
Welfare-to-Work Grants to States and Localities 17.253 6,378,197
Welfare-to-Work Grants to States and Localities 17.253 147,118 City of Charlottesville
Welfare-to-Work Grants to States and Localities 17.253 1,119,923 National Council on Aging
Welfare-to-Work Grants to States and Localities 17.253 70,491 Welfareto Work Local Areas
Workforce Investment Act 17.255 17,664,486
Workforce Investment Act 17.255 2,299 Clinch Valey Community
Action, Inc.
Workforce Investment Act 17.255 1,304,802 Local AreaOne Stop Centers
Workforce Investment Act 17.255 173,780 Thomas Jefferson Planning
Commission
One-Stop Career Center Initiative 17.257
Occupational Safety and Health - State Program 17.503 2,885,094
Consultation A